=gl

“& Configuring iSupport Customer and Company Functionality

iSupport uses Customer Profile records to track customer information for association with work items and other
functionality. An example of the Customer Profile screen (accessed via the Desktop Create E menu) is shown below.
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Typically used for service desks, iSupport's Company functionality can help you to efficiently make mass assignments
of customers in a company to groups, mySupport portals, assets, etc. Company profiles are also involved in
Purchasing and Opportunity functionality (included in the Service Desk Edition). An example of the Company Profile
screen (accessed via the Desktop Create E menu) is shown below. After entering a company in this screen, it will be
available for selection when a customer is added via the Customer Profile screen. If customer groups have been
defined for a company, you can automatically add them to a customer profile when saving the record.
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Configuration Overview

Creating Customer and Company Profile Records

* You can manually create Customer Profile records via the Customer Profile screen; access it via the Desktop
Create E menu and the Incident and Change screens. See the online help for more information.

*  You can manually create Company Profile records via the Company Profile screen; access it via the Desktop
Create | menu and the Customer Profile screen. See the online help for more information.

+ Customers can create Customer Profile records via the Registration option on a mySupport portal, or submission
of an incident via email processing or a mySupport portal with an email address that does not exist in Customer
Profiles. See the online help for more information.

+ If your customer data is kept in an Active Directory, LDAP, Domino Directory, Microsoft CRM, or other relational
database, you can use the Data Source Integration feature to import (one-way) and synchronize Customer Profile
records. Associated assets, groups, and more can be pulled in. See “Integrating With Data Sources” on page 10.
You can also import from a Microsoft Excel .xlsx file; see “Importing Customer Data From a CSV or Microsoft Excel
File” on page 34 for more information.

* You can use the Company Match Settings screen to, during customer synchronization and import, enable a check
to be performed for existing customers who have email domains that match the domain part of a new
customer's email address.

* You can use Customer groups to target a selected set of customers for work item screen layouts,
correspondence, surveys, reports, mySupport functionality, and more. See “Creating Customer Groups” on page
5 for more information.
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You can designate members and associate a location for location-based routing, Incident and Change screen
layouts, and mySupport portal options. You can also display the items that can be accessed by members of the
group on mySupport portals.

Customizing iSupport Defaults

iSupport includes default Customer Profile and Company screen layouts with a comprehensive set of fields for
tracking customer and company data, but you can redesign it via the Layouts screen to include fields and tabs
that are specific to your company. See “Configuring Screen Layouts” on page 50.

If there are fields you need for the Customer and Company screens that are not included in iSupport by default,
you can create custom fields. See “Configuring Custom Fields” on page 36.

If multiple companies are involved, you can create a customizable structure of company relationship labels and

assign multiple companies to customers. see “Creating Company Relationship Labels” on page 49. You can also

assign a company status labels to classify types of company relationships; for example, "vendor" or "contractor".
See “Creating Company Statuses” on page 44.

Sending Notifications

You can use Incident rules to send Desktop and email notifications when specified conditions based on Incident
record fields or events are met; for example, you can configure a rule to send a notification when an incident
assignee has changed. See the online help for more information.

You can use Customer rules perform actions when specified conditions based on Customer Profile record fields
or events are met; for example, you could configure a rule to send a notification when a Customer Profile record
is created via mySupport registration. See “Configuring Rules for Customer Profiles” on page 62.

You can use or copy and modify iSupport's default notifications, or you can create new custom notifications. You
can include data from Customer Profile records and designate any applicable recipients. You can also create an
Others to Notify list for a customer or company for use in correspondence and notifications to keep those not
directly involved in the process in the loop.

You can send correspondence email from the Customer and Company screens. Correspondence can include
data from Customer and Company records; correspondence templates can be utilized, and an Others to Notify
list can be used for keeping those not directly involved in the loop. See the online help for more information.

Customizing mySupport Portals

mySupport portals are the frameworks that enable customers to submit and view work items, search and follow
knowledge, chat with support representatives, and view headlines, FAQs, self help guides, a Facebook activity
feed, and a Twitter feed. Customers can also create discussion posts which can be viewed by support
representatives on the Desktop. mySupport portal themes, options, and interfaces can be customized for
specific customers, groups, or companies. iSupport includes a default mySupport portal that you can customize,
or you can create more portals if applicable. See the online help for more information.

You can configure Microsoft® Windows-based authentication to bypass the Login prompt on a mySupport
portal. Portals on the same server with the same authentication method can use the same set of installed
mySupport files; you'll need to add a new application with an alias in IIS for each one. See Adding an Application
in IIS for Another mySupport Portal. If the second portal is on a different server or will use an authentication
method that is different from the first portal, you'll need to install another set of mySupport files. If no
authentication is configured to be required, a customer will need to enter an email address in order to submit an
incident and use that email address to view incidents. You can individually prevent access to the mySupport
portal in a customer’'s Customer Profile record. If you are not using Microsoft® Windows-based authentication
with iSupport, you can use the Customer Security screen to enable password security options and configure
locks to prevent a customer who has exceeded a specified number of failed login attempts from logging in. See
the online help for more information.

Managing Customer Profiles

You can use the Action menu in the View component on the Desktop to perform actions such as opening and
routing multiple Customer Profile records. See the online help for more information.
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You can use the Customer/Company Merge feature if you wish to consolidate multiple Customer or Company
Profile records; for example, if multiple Customer Profile records have been created for the same person or
multiple companies have merged. See “Merging Customer and Company Profiles” on page 45 for more
information.

You can use Customer rules to change field values, add or remove a mySupport portal URL and options, and
initiate webhooks when specified conditions based on Customer Profile record fields or events are met.
Customer rules are evaluated when a Customer Profile is saved or when a rule is executed on a one-time
basis.See “Configuring Rules for Customer Profiles” on page 62.

You can use webhooks to post Customer data to a web application via Customer rules. See “Configuring
Webhooks” on page 84.

You can assign service contracts to track and restrict incidents and changes for customers, companies, and/or
assets. See the online help for more information.

You can associate an approval cycle with a customer, company, or category, and designate a customer as an
approver or approver delegate. See the online help for more information.

You can configure roles/permissions for support reps and rep groups using Company and Customer functionality
via the Support Representatives screen. See the online help for more information.

Using Other Work Item Functionality

You can use Opportunity Management functionality to create Opportunity records and generate quotes using
products and product groups that you create or utilize via Intuit® QuickBooks® integration. See the online help
for more information.

If you have the Service Edition, you can associate configuration items to utilize data in Customer Profile and
Company records for views, reports, and correspondence. A CMDB contains configuration items (Cls) for the
resources to be tracked and the relationships between those items. See the online help for more information.

You can configure integration with Google Calendar, Google Meet, Microsoft Outlook, Zoom, and Microsoft 365
Teams to display an icon in the Incident screen for initiating a meeting. See “Configuring Calendar and Meeting
Integrations” on page 76 for more information.
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Creating Customer Groups

Customer groups enable correspondence to be sent and reports to be generated for a selected group of customers

via the Desktop, as well as:

« Surveys to be sent for a selected group of customers via the Desktop.

« Customers to view incidents, changes, and assets via the mySupport portal for their associated groups.

+ Restricted access to headlines, FAQs, knowledge entries, and categories on the mySupport portal.

+ Associated support representative locations for location-based routing of incidents submitted via the mySupport

portal and email.

When you create a customer group, you can quickly assign all of a company's current customers to the group. You

can also assign customers to a group via the Customer Profile screen, Company screen, and Desktop.

Use the Customer tab in the Core Settings | Groups screen to create a customer group.

Groups

Asset
Configuration ltem

Support

Representative

Create Delete

Mame & Description

Arcountin Members in the
o e Accounting department

Administrators MIETTHIE'-: of the
Administration team

Company Members | Customer Members

To create a customer group, select Customer Groups and click the Create link. The following screen appears:

Desktop | Configuration | Core Settings [ Customer Groups

Detsils 5
Membership

Azsociated mySupport
Options

Azzociated Maobile
miysupport Options

Discussion Feads
miySupport Feeds

Signing Agreements

Group Hame

Location

Default for mySupport URL in
Hotifications

Incident Layout

Change Layout

Description

Customer group membership can be modified by support representatives with Customer Edit
permission. It can be done from the Membership tab in this screen, from all customer and
comgany views on the iSupport Desktop, and from Customer Profile and Company records,

Administrators

Headguarters W ||
http://test.com
Information Technology || 4

Employes Manzgement W | 4+

Membars of the Administration team

-

Group Name - Enter the name of the customer group.

Location - Select the support representative location to associate with the customer group for location-based
routing of incidents submitted via the mySupport portal. Use the + Create New and # View/Edit options to access

the Locations screen; see the online help for more information.
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Default for mySupport URL in Notifications - Select the mySupport portal URL to include in work item notifications
referencing a mySupport portal that are sent to customers in the group. This URL is determined as follows: using the
order listed on the Notification Link Order of Precedence tab in the mySupport Portal screen, the system will check
the URL in the Default for mySupport URL in Notifications field in the customer’s profile, customer’s primary
company profile, and primary group profile. If a URL is specified in any of those fields, it will be used. If none exists in
any of those fields, the mySupport portal definition with the Default for mySupport URL in Notifications checkbox
selected will be used.

Incident Layout - Select the layout containing the fields and tabs that will display when a customer in the group is
selected in the Incident screen. You can use the + Create New and # View/Edit options to access the Incident
Layout screen. Layouts can also be associated with a category, support rep group, incident template, or hierarchy
template; the Order of Precedence field in the Incident Layout screen determines which layout to use when more
than one reference is applicable (for example, if the logged in rep's primary group has a layout as does the selected
category). For categories, the layout found with the lowest level will be used; if a layout is not found at the lowest
level the next level up will be checked, and so on up to the top level. If no layout is associated at the top level, the
default layout specified in the Layouts screen will be used.

Description - Enter a description of the customer group.

Adding Customers to Customer Groups

Use the Membership tab to assign selected customers to the group or to associate the group with a company for
future customer assignment.

Detzils Add | | Resie ® Customers ' Companizs
First = Last Email Company
Associzted mySupport Abby Kiznlz akBgwi.com LE1 Saft
Options
Alzon Smith zsmithBexample.com LB Soft

To add a customer to the group, click the Customers radio button and then click the Add link. Select an existing
customer or create a new one.

To add all current customers of a company to the group or associate the group with a company for future customer
assignment, click the Companies radio button. Once you select an existing company, a prompt will appears:

Dayauwant to add all customers assaciated with the selected
companies?

Selecting Cancel will not affect customers but will associate the
companies with the group for future customer assignment.

] l I Cancel

If you select OK at this prompt, all of the company’s current customers will become members of the group. The
company will be associated with the group for future customer assignment.

If you select Cancel at this prompt, none of its current customers will be assigned to the group. However, the
company will still be associated with the group for future customer assignment.
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This future customer assignment can occur in the Customer Profile screen; when you add a customer for the
company and save the record, the customer will become a member of the group after clicking OK at the prompt:

Apply the company's associated groups to this customers group membership?
Selecting Cancel will not affect the customers group membership.

Ok ] ’ Cancel

You can also manually add a customer to a group or remove a customer from a group using the arrows in the Groups
section in the Customer Profile screen.

Assigning Customers via the Company Screen

In the Company screen, support representatives with Customer | Editor | Edit permission can use the Groups
section to assign all of a company's current customers to a group. When you select a group and click the right arrow,
a dialog appears regarding the assignment. If you select OK, all of the company’s customers will become members of
the selected group. If you select Cancel, the group will still be included in the Associated Groups field for future
customer assignment.

Do you wish to apply the group membership change to the
Custemer Profile recerds associated with this company?

Selecting Cancel will not affect customers but will apply the
group asscciation change teo the company.

Adding Customers to Groups via the Desktop

You can add selected customers to a group and remove selected customers from a group using the Add to Group
and Remove From Group view actions in customer views on the Desktop.

~u
All Customers by Name oW
= Actions - Search =T
»  Open : - -
F U ne Email Phone mySupport Ap
3=| Mew Customer
- F
+ & Print pfi@gwi.com 360-397-1004 ez
P b o0
M Add to Group i
R‘I - - — - -_— . -
2% Rernove from Group tfi@gwi.com 360-397-1000 (-H
5 Azsociate Cost Center
ag@Ewi.com 360-397-1008 Yes
[ Associate Approval Cycle -

Associating a mySupport Portal URL and Options

mySupport Options include configuration settings for the structure and content of the mySupport interface (except
navigator detail). Options can be assigned to customers, companies, and groups; the order of precedence is
determined by a setting in the mySupport Configuration screen. Any assigned options will be used; if none are
assigned or if a customer does not log in, the mobile mySupport options specified as default in configuration will be
used.
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On the Associated mySupport Options tab, select the mySupport Portal URLs and mySupport Options to assign to
members of the group.

Detzils L

Memershio mySupport mySupport Options
Ass?-:'nted mySupport

Options >

Associating a Mobile mySupport Portal URL and Options

Mobile mySupport options include configuration settings for the structure and content of the mySupport interface,
and mobile mySupport options can be assigned to customers, companies, and groups; the order of precedence is
determined by a setting in configuration. Any assigned options will be used; if none are assigned or if a customer
does not log in, the mobile mySupport options specified as default in configuration will be used.

On the Associated Mobile mySupport Options tab, select the mySupport URLs and mySupport Options to assign to
members of the group.

Detzils
Membearship mySupport mySuppaort Options

Associated mySupport
Options

Associated Maobile
mySupport Options 3

Viewing Desktop Components Shared With the Group

Use the Views, Charts, Calendars, Discussion Feeds, and mySupport Feeds tabs to display lists of items that can be
accessed by members of the group on mySupport portals.

Deetails Marme = Author Globally Shared
Membershio Accounting Report View Barry White = Yes
' FAQs on mySupport Barry White | Yes
Associated mySupport Options : y=Lpp S
] ] Headlines Barry White = Yes
Associated Mobile mySupport Options
Incidents by Assignee Barry White | Yes
View >
Incidents by Priority Barry White | Yes
Charts
kKnowledge Entries for Review = Barry White | Yes
Calendars : .
N kKnowledge Review Barry White = Yes
Discussion Feeds My Incidents Barry White | Yes
mySupport Feeds COpen Incidents Sysiem Yes

Associating Signing Agreements

Use a signing agreement to display details in the Sign dialog in the Incident and Change work item screens. Signing
agreements can be associated with customer and support representative groups, categories, and incident and
change templates. If an incident or change involves more than one associated signing agreement (group, category, or
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template), all will be included in the Sign dialog in a dropdown for selection. (Note that “Blank” is also included for
displaying no text above the signing line.)

On the Signing Agreements tab, select the agreements to appear for selection in the dropdown when the incident or
change involves the associated customer group. Use the plus sign icon to create an agreement via the Signing
Agreements configuration screen.

Desktop { Configuration | Core Settings | Customer Groups

Detzils Select Signing Agreements:  +
[C Admin Rep Group
Membership [ Customer Group

O Signing Agresment 1
Aszsociated mySupport
Oiptions Signing Agreement 2

[ Template Agreement
Associated Mobile
miySupport Options
Views
Charts
Calendars

Discussion Feads

miySupport Feeds
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Integrating With Data Sources

Use the Data Source Integration feature to utilize Active Directory, LDAP, Domino Directory, Microsoft CRM, or other
relational databases as a source for iSupport's customer, asset, and support representative information. You can also
import customer data from a Microsoft Excel .xIsx file; see page 34 for more information.

If utilizing multiple customer data sources, see “Specifying Precedence for Multiple SQL Data Sources” on page 33.

To get started, click the Create link in the Options and Tools | Integrate | Data Source Integration screen.

Create =
Mame « Type Activa Source Synced Record Types
Domino D [ Cus
LOWP Sour LOAP s Custo
Main AD Sync fictive Directory LCWAP-f 3w 0 Customers
licro CRh licrosoft CRM a5 Custo

Select the data source type.
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shared Type Adtive Source
Active Directory

LDAP

Customer

Doming Directorny

Microsocft CRM

Customer RDB

Asset

Azset RDB

CHMDB

CMDB RDB

See the following for information on specific data source types:
« Active Directory: see the next section.

* LDAP: page 18

* Domino Directory: page 24

*  Microsoft CRM: page 25

+ Customer RDB: page 27

* Asset RDB: page 31

Integrating with Active Directory

The Active Directory Integration feature enables an agent that updates and synchronizes iSupport Customer Profile,
Asset, and Support Representative Profile records with the information in one or more Active Directory sources.

You'll create a data source integration definition to specify the server and related settings, field mappings, and
exclusions, and use sync definitions to specify the type of record you are synchronizing and the directory node and
filters for the data to be synchronized. You can utilize both filtering and exclusions to specify the values that should
not be synchronized; what you use will depend on how much you need to prevent from synchronizing for the level in
the targeted source. You can also set default values based upon the AD/LDAP sync setting entry from which a record
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was created. Exclusions target everything under a node in a directory and apply to all sync definitions of the same
record type within a data source integration definition. Filters use syntax that can target multiple nodes in a tree, and
apply to a specified base directory node in a sync definition.

The following occurs when the agent runs:

+ Ifthereis an entry in Active Directory that does not exist in the iSupport Customer Profile table, the entry is
created in iSupport. In order for an entry to be added from Active Directory, it must contain a first name, last
name, and email address. If mySupport access is configured, the Approved to Access mySupport field will be
enabled on the automatically-created Customer Profile record.

« The first name, last name, and email address in Active Directory are compared with those values in Customer
Profiles. If all of those values in an Active Directory record match all of those values in a directly entered
Customer Profile, the Customer Profile record is updated with the latest information from Active Directory; if one
of those values does not match, a new record is created in Customer Profiles. Therefore, more than one
Customer Profile record will result if both contain one of the same values (for example, email address) but one or
both of the other fields differ. For example, if there is a directly entered Customer Profile named Jon Smith with
an email address jsmith@example.com and Active Directory has the rep listed with the name Jonathan Smith and
the same email address of jsmith@example.com, the result will be two Customer Profile records with the same
email address.

« Ifan entry is deleted in the Active Directory, the record will be flagged for deletion and:

« If work items or assets are not associated with that name, the entry will be deleted from Customer Profiles
when the Database Maintenance agent runs.

« If work items or assets are associated with the name, the entry will remain flagged for deletion in Customer
Profiles until those incident records no longer exist.

If a record in Active Directory has a value in the Manager field and an existing Customer Profile record contains that
manager, the manager will be inserted in the Approver field in the Customer Profile record; otherwise, the Approver
field will be blank.

Note: If a Customer Profile record has been synchronized with Active Directory, the synchronized fields (except for
Secondary User Name) cannot be edited in the Customer Profiles screen. These fields can only be edited via Active
Directory.

When the feature is enabled, the agent runs immediately and then as specified according to the configured interval.
Note that the Active Directory Integration feature does not modify the contents in Active Directory in any way.
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Basics

Use the Basics tab to specify the primary connection and authentication details for accessing the data source; these
settings will apply to all of the sync definitions you create for that data source.

Deskiop |/ Configuration [ Oplions and Tools [ Integrate [ Data Source Integration

The Active Directory Inksgrakion feature allows you to utilize Adtive Directory as a source for iSupport's customer, assat, or
support represantative information, {See the Help for more information.)
Sync Diefinitions Search Root LDAP: (oo ooncomiE26
Field Mappings
FRinG Domain FORCH AN o
Exclusions Controller
cmnect A’E |'l||i.l'|'r|||!J|J'.-
Usarname X0 OO OO0
Password Fizsat
Test Connedtion
Active o
Synchronization Ciaily A 2:00 AM W
Interval

Note: Use of secure LDAP is required when authentication is used; port 636 must be used in the Search Root field to
resolve the errors that happen during sync. When the Search Root does not contain :636, the Base DN dialog on the
Sync Definitions and the Preview dialog on Field Mappings will error and will not synchronize the Customer Approver
field. When the Search Root ends with :636, the Customer Approver field for existing customers will be updated to
the current Manager in AD.

AD Source Name - Enter a name for the AD source definition. This name will appear in the Source field in the
associated Customer Profile record.

Search Root - Enter the directory server machine name or IP address for querying user information in the Active
Directory source; precede your entry with the following: LDAP://

Connect As - Select Anonymous to connect to the data source as an anonymous user or Specified User to enter a
login for connecting to the data source.

Username/Password - If anonymous Active Directory connections are not allowed in your environment, use these
optional fields to enter a username and password for authentication when queries are performed. If anonymous
connections are allowed, leave these fields blank.

Active - Select Yes to enable the Active Directory Integration agent that updates the records in iSupport with the
information in Active Directory. The agent runs immediately and then continues to run as scheduled in the AD
Synchronization Interval field.

AD Synchronization Interval - Select the amount of time in the interval for the synchronization to be performed.

iSupport Software
Page 12



Configuring a Sync Definition

Use the Sync Definition section to select the type of record that you are synchronizing, select the directory node that
contains the data to be synchronized, and enter a search filter if applicable. Click the Create link to create a sync
definition.

The Active Directory Integration feature allows vou to utilize Active Directory as a source for iSupport's customer, asset, or support
representative information. (See the Help for more information. )

P Active m No
Sync Definitions >
Sync Entries As Customers ~

Field Mappings
Enable mySupport Yes No
Exclusions Access
Base DN ou=Production, DC=example DC=com
Search Filter (& s
(objectCategory=person)
(objectClass=user)

(givenMame=") W

Active - Select Yes to enable the sync definition.

Sync Entries As - Select the type of record that you are synchronizing: Customer Profile. The Enable mySupport
Access field will appear; select Yes to enable the Approved to Access mySupport field by default. If a login name and
password exists in the Active Directory record, it will be included in the mySupport login fields for authentication to
the mySupport portal. This is not a mapped or synchronized value; it can be edited in iSupport.

This feature utilizes LDAP (Light Weight Directory Access Protocol), which defines how information can be accessed
in directories. Active Directory supports the LDAP search filter syntax as specified in RFC 1960. For information on
LDAP and search filters, see http://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-
syntax-filters.aspx#Examples.

Base DN - Click this button to select the node in the directory server that contains the data to be synchronized.

Select an entry

Search... Q

4 XEENXENIEE TN

4 DC=ararnple, DC=com
L CM=Builtin

m

» CH=Cormputers

k Ol =D I
b Dl=Domain Controllers

b Oill=Exec

b Ch=honeign SecurityPrincipals
b il =Former Employess

L Ch=Infastructure

[ Sl =Intern=t
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Search Filter - Enter the conditions that must be met for returning a specific set of information to iSupport. Note
that a filter is only needed if the selected Base DN contains unwanted lower level nodes or if the data source's
exclusions do not already remove the unwanted nodes.

Examples
« All users that contain a first and last name:

(&
(objectCategory=Person)
(objectClass=user)
(givenName=%*)

(sn=%*)

)

« All users that contain a first and last name excluding Tom Jones and SQL Account;
(&

objectCategory=Person)
objectClass=user)
givenName=%)

sn=%*)

Iname =Tom Jones)
Iname=SQL Account)

(
(
(
(
(
(

)

« All users and contacts that contain a first and last name:

(&
(objectCategory=Person)
(givenName=%*)

(sn=%)

(

(objectClass=user)
(objectClass=contact)

)
)

« All users and contacts that contain a first and last name, excluding Tom Jones, Barry White, and SQL Account:

(&
(objectCategory=Person)

(I

(objectClass=user)
(objectClass=contact)

)

(givenName=%*)
(sn=%*)

(!Iname =Tom Jones)
('name=SQL Account)
(Iname =Barry White)

)
« All users with a valid Microsoft Windows user name (domainname\username):

(&
(objectCategory=Person)
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objectClass=user)
glvenName—*)

=%)
userPrmupaIName-*@*)
samAccountName=%*)

Setting Default Values

Use the Default Values section to set Customer Profile, Support Representative, and Asset field values based upon
the AD sync setting entry from which a record was created. For example, if AD users are organized into a specific OU
or group that indicates other user properties (such as location) and if the AD user profiles don't have the location
attribute populated in the directory, you can simply add a default value for the location field to the sync setting entry

that is linked to the OU or group.

In the Force column, select Yes if you wish to have the configured default value override the AD value in cases where

the attribute was populated in the source user profile. If the Force field is set to No, the default value will only be
applied if the AD attribute is either unmapped or has no value on the user profile.

Default Values

n Field Value Force? @
ﬂ Location Vancouver, WA Yes Ho

ﬂ Can View ltems For Location ¥ Yes Ho
ﬂ Can Add Others to u OFf Yes n
Notify

Field Mappings

Use the subtabs to specify the attributes in your Active Directory source from which data will be pulled for
corresponding iSupport fields.

The Active Directory Integration feature allows vou to utilize Active Directory as a source for iSupport's customer, asset, or support
representative information. (See the Help for more information. )

Basics Customer Support Rep Agset

Sync Definitions Field Attribute a

Field Mappings ¥ First Name ’

Excluzions il s v

Mapping options include:

Use iSupport Default which populates the default mapping; see the data map on page 23 for the attributes used
by default by iSupport. Note that we recommend that you use iSupport’s default for the Sync Key and Avatar field
because the applicable schema property may vary depending on your version of Active Directory. If iSupport

Default is selected for the Groups field, all groups associated with a customer will be created via the MemberOf

attribute.

An applicable schema property. Defaults appear in the dropdown; to add an attribute, enter its exact name and it

will be retained in the list.
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+ [Unmapped] which will enable entry in the field. Note that the First Name, Last Name, Email, Sync Key, and Login
fields cannot be left unmapped for customers.

Use the Sync Key field to map to a value that is an unchanging unique identifier field in the source database.

To assign a primary group to multiple iSupport Customer Profile records, select a customer view on the Desktop and
then select Add to Group.

Use the Map a Custom Field button to select a custom field to add to the list of fields to be mapped.

The Active Directory Integration feature allows you to utilize Active Directory as a source for iSupport’s customer, asset, or
support representative information. (See the Help for more information. )

A

Basics Customer Support Rep Asset

Sune Definitions ] .
Sync Definition Field Attribute a

Field Mappings > First Hame

Exclusicns Last Hame

-

-

-

Email

-

Sync Key

-

Phone

-

Fax

Cell

-

-

Location

Department

-

Title

-

-4

Legin

-4

Secondary Login

-4

Address

-4

City

-

@ Dialog - Select Custom Field - M... = O X

-

o

-

Search within results

-

Sort by {Label & | Type | Pending Deletion | DefaultValee | Options)

-

Training Taken

Type: List Box Category: Pending Deletion: False
Default Value:

Options: Accounting,Sales, &dministration

-

-

-

Avatar [Unmapped]

Map a Custom Fiekld
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Use the Preview () button to select a record to use for verifying your selections.

B
Saarch Q
A 5] 50LI00X0N00 o~
- DC=example, DC=cam
¥ CM=Builtin -
¥ CHN=Computers 1
¥ OU=Dev
b OU=Damain Contrallers
k OU=Exec
L CM=ForeignSecurity Principak
b OlU=Farmer Employess -
Cloz= Salect

Values from the record will appear next to the fields.

Configuring Exclusions

Use the Exclusions tab to specify the nodes or directory objects that should not be synchronized; click the Add link to
select the directory nodes or objects that should be excluded. All lower level nodes will also be excluded. Note that
exclusions apply to all sync definitions of the same record type within a data source integration definition.

The Active Directory Integration feature allows you to utilize Active Directory as a source for iSupport’s customer, ass
support representative information. (See the Help for more information.)

Basics Add Delete

Sync Definitions D Distinguished Mame

L CN=MOMLatencyMonitors L
b CH=NTD5 Quotas

b CN=Program Data

L OU=0aProduction

b OU=Resources

3 OU=5sles

L CN=5ecurity Group

¥ OlU=5ervers

L CH=S5ystem

L OlU=5ystern Accounts
3 OU=Tech

3 CH=TPM Devices
b

Close Select
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Integrating with LDAP

The LDAP Integration feature enables an agent that updates and synchronizes iSupport Customer Profile records
with the information in one or more LDAP sources.

You'll create a data source integration definition to specify the server and related settings, field mappings, and
exclusions, and use sync definitions to specify the type of record you are synchronizing and the directory node and
filters for the data to be synchronized. You can utilize both filtering and exclusions to specify the values that should
not be synchronized; what you use will depend on how much you need to prevent from synchronizing for the level in
the targeted source. Exclusions target everything under a node in a directory and apply to all sync definitions of the
same record type within a data source integration definition. Filters use syntax that can target multiple nodes in a
tree, and apply to a specified base directory node in a sync definition.

The following occurs when the agent runs:

+ Ifthereis an entry in LDAP that does not exist in the Customer Profile iSupport table, the entry is created in
iSupport. In order for an entry to be added from LDAP, it must contain a first name, last name, and email address.
If mySupport access is configured, the Approved to Access mySupport field will be enabled on the automatically-
created Customer Profile record.

If a Windows login name exists in the LDAP record, it will be included in the mySupport User Name field for
authentication to the mySupport portal. You'll need to disable LDAP integration in order to enter or change the
password for accessing the mySupport portal. The password will not be changed by re-enabling LDAP
integration.

« If an email address matches an email address in Customer Profiles and the record was directly entered via
Customer Profiles, depending on the configured order of precedence, the Customer Profiles record is updated
with the latest information from LDAP.

« Ifanentryis deleted in the LDAP, the record will be flagged for deletion and:

« If work items or assets are not associated with that name, the entry will be deleted from Customer Profiles
when the Database Maintenance agent runs.

« If work items or assets are associated with the name, the entry will remain flagged for deletion in Customer
Profiles until those incident records no longer exist.

When the feature is enabled, the agent runs immediately and then as specified according to the selection in the LDAP
Synchronization field. The LDAP Integration feature does not modify the contents in the LDAP source in any way.

Go to the following links for more information:

+  http://www.rfc-archive.org/getrfc.php?rfc=3377 - Top level LDAPv3 Technical specs

«  http://www.rfc-archive.org/getrfc.php?rfc=2254 - Search Filters (with examples)

«  http://www.rfc-archive.org/getrfc.php?rfc=2255 - URL formats (examples for Search Root field)

+  http://www.rfc-archive.org/getrfc.php?rfc=2256 - User Schema (standard available attributes, useful for mapping)
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Configuring Basics

Use the Basics tab to specify the primary connection and authentication details for accessing the data source; these
settings will apply to all of the sync definitions you create for that data source.

Desktop / Configuration / Options and Tools / Integrate / Data Source Integration L J

The LOAP Integration feature allows you to utiize LOAP as a source for iSupport's customner, asset, or support representative information.
[See the Help for more information.)

LOAP Source Name LOAP Data Source
Sync Definitions Server LW oo o »ocnoed
Field Mappings
Domain Controller FaB-DC-01 (2]

m
[+]
=
]
[=]
=]
m

Use 55L On H
Connect As Anocnymous

Username st e

Password
Test Connection

Active u O

Synchronization 15 minutes ¥
Interval

LDAP Source Name - Enter a name for the LDAP source definition. This name will appear in the Source field in the
associated Customer Profile record.

Server - Enter the server on which the source entries are located.

Use SSL - SSL is an encryption method that overlays the connection between the cSupport server and the LDAP
source server. Select Yes if SSL encryption is enabled on the LDAP source server. Use the Test Connection link to
verify access.

Active - Select Yes to enable the agent that updates the applicable records in iSupport with the information in the
LDAP source. The agent runs immediately and then continues to run as scheduled in the LDAP Synchronization
Interval field.

LDAP Synchronization Interval - Select the amount of time in the interval for the synchronization to be performed.

Username/Password - If anonymous connections are not allowed in your environment, use these optional fields to
enter a username and password for authentication when queries are performed. If anonymous connections are
allowed, leave these fields blank.

Use the fully qualified Distinguished Name for best results. If accessing a server hosting an Active Directory
installation, it will work with several formats. For example, if the user name is Ibladmin and it is in the Ibl domain, you
could enter Ibladmin, IbN\lbladmin, Ibladmin®@Ibl.soft.com. All of these entries would work, but you could also enter
the full Distinguished Name for the Ibladmin user account (cn=Ibladmin,cn=users,dc=Ibl,dc=soft,dc=com). Note that
if you are connecting to a non-AD server like E-directory, the Username field must contain the fully qualified
Distinguished Name.
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Configuring a Sync Definition

Use the Sync Definition section to select the type of record that you are synchronizing, select the directory node that
contains the data to be synchronized, and enter a search filter if applicable.

The LDAP Integration festure allows you to utilize LDAP as & source for iSupport’s customer, ssset, or support representstive information.
[See the Help for more information. )

SesieE Active = No
Sync Entries As Customers v

Field Mappings

Enable mySupport u No
Exclusions

Access

Base DN OlU=people, o=sevenSeas

Search Filter (&
objectClass=person)
[memberof=CMN=Example, DC=sevenSeas, DC=com)

Active - Select Yes to enable the sync definition.

Sync Entries As - Select the type of record that you are synchronizing: Customer Profile. When synchronization
occurs, the record will be created if there is an entry in the LDAP source that does not exist in iSupport. The Enable
mySupport Access field will appear; select Yes to enable the Approved to Access mySupport field by default. If a
login name and password exists in the LDAP source record, it will be included in the mySupport login fields for
authentication to the mySupport portal. This is not a mapped or synchronized value; it can be edited in iSupport.

This feature utilizes LDAP (Light Weight Directory Access Protocol), which defines how information can be accessed
in directories. Active Directory supports the LDAP search filter syntax as specified in RFC 1960. For information on
LDAP and search filters, see http://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-
syntax-filters.aspx#Examples.

Base DN - Click this button to select the directory node that contains the data to be synchronized.

Search Filter - Enter the conditions that must be met for returning a specific set of information to iSupport. Note
that a filter is only needed if the selected Base DN contains unwanted lower level nodes or if the data source's
exclusions do not already remove the unwanted nodes.

Setting Default Values

Use the Default Values section to set Customer Profile field values based upon the LDAP sync setting entry from
which a record was created. For example, if LDAP users are organized into a specific OU or group that indicates other
user properties (such as location) and if the LDAP user profiles don't have the location attribute populated in the
directory, you can simply add a default value for the location field to the sync setting entry that is linked to the OU or

group.
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In the Force column, select Yes if you wish to have the configured default value override the LDAP value in cases
where the attribute was populated in the source user profile. If the Force field is set to No, the default value will only
be applied if the LDAP attribute is either unmapped or has no value on the user profile.

Default Values

n Field Value Force? @

ﬂ Location Wancouwver, WA Yes Ho

ﬂ Can View Iltems For Location ¥ Yes Ho

ﬂ Can Add Others to u OfFf Yes Ho
Notify

Field Mappings

Use the Customer subtab under the Field Mappings tab to specify the attributes in your LDAP source from which
data will be pulled for corresponding iSupport fields.

The LDAP Integration feature allows you to utilize LDAP as & source for iSupport’s customer, asset, or support representative information.
[See the Help for more information. )

#

Basics Customer Support Rep Azsat

Sync Definitions Field Attribute Q
Exclusions Last Name v

Email M

Sync Key M

Mapping options include:

* Use iSupport Default which populates the default mapping; see the data map on page 23 for the attributes used
by default by iSupport. Note that we recommend that you use iSupport's default for the Sync Key and Avatar
fields because the applicable schema property may vary depending on your version of LDAP.

* An applicable schema property (selected via the dropdown)

+ [Unmapped] which will enable entry in the field. Note that the First Name, Last Name, Email, Sync Key, and Login
fields cannot be left unmapped.

Use the Sync Key field to map to a value that is an unchanging unique identifier field in the source database.
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Use the Map a Custom Field button at the bottom of the screen to select a custom field to add to the list of fields to
be mapped.

The LDAP Integrafion feature allows you to ufilize LOAP as a source for iSupport's customer, asset, or suppont representative information.
(See the Help for more information.)
Basics Custommer Support Rep Asset
Sync Definitions Field Attribute Q
Fiedd Mappings > First Mame |1r
Last Name | A
Exclusions
Emaail | -
Syne Key |1r
Phone | -
Fax | -
Cell | -
Location | -
Department | -
Title | A
Logim | -
Secondary Login | -
Address | -
City | -
P ) k
é Dialog - Select Custorn Field - Internet Explarer
| =
Search o
-
Search within results |
Sart by [Labed » | Typ= | Pendi |1r
Training Taken | -
Type: List Box Categony: Pending Deletion: False
Default Value: | -
Options: Accounting,Sales Administration |
hd
Awala\ | -
Map a Cusiom Fleld

Use the Preview () button to select a record to use for verifying your selections. Values from the record will appear
next to the fields.
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Configuring Exclusions

Use the Exclusions tab to specify the values that should not be synchronized; click the Add link to select the directory
nodes or objects that should be excluded. All lower level nodes will also be excluded. Note that exclusions apply to all
sync definitions within a data source integration definition.

The LDAP Integration festure allows you to utilize LDAP as & source for iSupport’s customer, ssset, or support representative infarmnation.
[Ses the Help for more informstion. )

Fudd v

Dlorine
oasics

Distinguished Mame

I

Sync Definitions

Field Mappings

Seandh,., Q
Exclusions » A
4|5 oo e
k ou=systemn
L ou=schema E
L] ou=config
L o=38vensess =
4 ou=people
:

Active Directory/LDAP Integration Data Map

The Active Directory and LDAP Integration features map according to the following schema:

Customers
iSupport

Customer Field iSupport Default

First Name givenName

Last Name sn

Email mail

Sync Key objectGUID - if unavailable: entryUUID and uuid

Phone telephoneNumber

Fax facsimileTelephoneNumber

Cellular mobile

Location physicalDeliveryOfficeName

Department department

Title title

Login userPrincipalName - if unavailable: samAccountName, UID, and then mail property

Secondary Login | The initial synchronization process will populate the Secondary User Name field if the iSupport
Services user account is a domain level user account. It is approximated by retrieving the text
between the @ symbol and the next period from the user’s principal name and converting it to
upper case (for example, LBLSOFT would be retrieved from john@Iblsoft.com) and adding a
backslash, and then retrieving the username portion from the samAccountName field of an AD
user entry.
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iSupport
Customer Field iSupport Default
Address streetAddress (multiline value; first line used for Address1, any second line will be used for
Address2, any third line will be used for Address3)
City I
State st
ZIP postalCode
Country co
Manager manager
Company company
Customer ID (unmapped)
Group MemberOf
Avatar jpegPhoto - if unavailable: thumbnailPhoto

Integrating with Domino Directory

The Domino Directory Integration feature enables you to perform a scheduled one-way synchronization between a
specified IBM Lotus®/Domino™ Directory (previously termed “NAB”) and the iSupport customer table. (Note: The
customer’s login information cannot be populated.) You'll specify the server on which the Directory is located and
Notes ID and password for accessing the server. The synchronization will occur according to the schedule defined for
the Domino Synchronization agent.

To configure this feature, click the Create link and select Domino Directory. Complete the fields, schedule the Domino
Synchronization agent, and click the Save button. If utilizing multiple customer data sources, use the Order of
Precedence link in the Data Source Integration list screen to select the order of precedence if there are matching
records.

The Doming Directory Integration feature allows you to utilize a Domino Directory as a source for (Suppert’s customer information. (3ee the Help for more
information.)
Enable Domino Directory Mo
Integration
Search Root LOAPExamplelanier
e the following figlds to enter a username and password for authentication when queries are performed.
Username Administrator
Password Reset
Domino Data Source Synchronization Agent
This agent performs a scheduled one-way synchronization bebween a specified IBM Lotus®/DominoTM Directory and the iSupport custemer table.
Interval Daily v 5:30 AM r m

Enable Domino Directory Integration - Select Yes to enable the Domino Directory Integration feature for updating
the iSupport Customers table with the information in a Domino Directory. Note: the synchronization will not occur
until you schedule the Domino Synchronization agent.

Search Root - Enter the search root URL for accessing the server on which the Domino Directory is located. This field
is used for connection purposes only; the Domino LDAP task returns values for all Domino Directories identified on
the server through Directory Assistance. Use the Test Connection link to test the query.
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Username/Password - Enter the username and password for authentication when queries are performed.
Use the Test Connection link to verify access.

Domino Directory Synchronization Agent Interval - The Domino Synchronization feature performs a scheduled
one-way synchronization between a specified IBM Lotus®/Domino™ Directory (previously termed “NAB”) and the
iSupport customer table. Select the amount of time in the interval for the synchronization to be performed or select
Daily to run the agent every day at a specified start time.

Note: The Domino Directory Integration feature requires that the LDAP task is running on the Domino Directory

server.

Data Map

The Domino Directory Integration feature maps according to the following schema:

iSupport Customer Field LDAP Name Notes Name

First Name givenName FirstName

Last Name sn LastName

Phone telephoneNumber OfficePhoneNumber
Fax facsimileTelephoneNumber OfficeFAXPhoneNumber
Cellular mobile CellPhoneNumber
Email mail InternetAddress
Company CompanyName CompanyName
Location Location Location
Department Department Department

Title title JobTitle

Manager manager manager

Address1 OfficeStreetAddress OfficeStreetAddress
City I OfficeCity

State st OfficeState

ZIP postalCode OfficeZip

Country c OfficeCountry

Integrating with Microsoft® CRM

The Microsoft® Business Solutions Customer Relationship Management (CRM) Integration feature enables an agent
that updates the records in iSupport Customer Profiles with the information in Microsoft® CRM. To configure this
feature, click the Create link and select Microsoft CRM. Complete the fields, schedule the Customer Relationship
Management Synchronization agent, and click the Save button. If utilizing multiple customer data sources, use the
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Order of Precedence link in the Data Source Integration list screen to select the order of precedence if there are
matching records.

soft” Customer Relationship Management (CRM) Integration feature allows you to utilize Microsoft CRM contacts as a source for iSupport’s customer

infi . {52e the Help for more information.)
Enable Microsoft CRM Integration Mo

Microsoft CRM 50QL Server

on

]
=\
won

Microsoft CRM 50L Database axample mscrm
Microsoft CRM 5QL User Name =3

Microsoft CRM 50L Password Reset

Customer Relationship Management Synchronization Agent

Profiles with the information in Microsofr® CR

ent updates the records in iSupport Customer

Interval Diaily v 530 AM T m

+ Ifthere is an entry in Microsoft® CRM that does not exist in iSupport Customer Profiles, the entry is created in
Customer Profiles. In order for an entry to be added from Microsoft® CRM, it must contain a first name, last
name, and email address.

« If an email address matches an email address in Customer Profiles and the record was directly entered via
Customer Profiles, the Customer Profiles record is updated with the latest information from Microsoft® CRM. If a
Customer Profile entry has already been synchronized with Microsoft® CRM, the Customer Profile is updated
with the latest information.

+ Ifan entry is deleted in the Microsoft® CRM:

« If incidents are not associated with that name, the entry will be deleted from Customer Profiles when the
CRM Synchronization agent runs.

+ If incidents are associated with the name, the entry will remain flagged for deletion in Customer Profiles until
those incident records no longer exist.

Note: If a Customer Profile record has been synchronized with Microsoft® CRM, the synchronized fields cannot be
edited in the Customer Profiles screen. These fields can only be edited via Microsoft® CRM.

When the feature is enabled, the agent runs immediately and then on an interval basis according to the specified
schedule. The Microsoft® CRM Integration feature does not modify the contents in Microsoft® CRM in any way.

Enable Microsoft CRM Integration - Select Yes to enable the Microsoft® CRM Integration agent that updates the
records in iSupport Customer Profiles with the information in Microsoft® CRM. The agent runs immediately and then
continues to run as scheduled.

Microsoft CRM SQL Server - Enter the location of the Microsoft® SQL server that contains the Microsoft® CRM
application.

Microsoft CRM SQL Database - Enter the name of the database containing the Microsoft® CRM contacts.

Microsoft CRM SQL Username/Microsoft CRM SQL Password - Enter the username and password for logging into
the Microsoft CRM SQL database. This login must have Read permission for performing queries.

Customer Relationship Management Synchronization Agent Interval - The Microsoft® CRM Integration feature
enables the CRM Synchronization agent that updates the records in iSupport Customer Profiles with the information
in Microsoft® CRM. Select the amount of time in the interval for the synchronization to be performed or select Daily
to run the agent every day at a specified start time.

Use the Test Connection link to verify access.
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Data Map

The Microsoft® Business Solutions Customer Relationship Management (CRM) Integration feature maps according to

the following schema:

iSupport Customer Field CRM Database Table Field Value
Cellular Contact Base MobilePhone
Company Contact Base Accountld
Dept Contact Base Department
Email Contact Base EmailAddress1
Fax Contact Base Fax

FName Contact Base FirstName
LName Contact Base LastName
Manager Contact Base ManagerName
Phone Contact Base Telephone1
Sync_Key Contact Base Contactld

Title Contact Base JobTitle
Address1 CustomerAddressBase Line1
Address2 CustomerAddressBase Line2
Address3 CustomerAddressBase Line3

City CustomerAddressBase City

Country CustomerAddressBase Country
Location CustomerAddressBase Name

State CustomerAddressBase StateOrProvince
ZIP CustomerAddressBase PostalCode

Importing From a Remote Customer SQL Database and Synchronizing

Select Customer RDB on the Data Source Integration Create menu to perform a scheduled one-way synchronization
between a specified Microsoft SQL Server database and the iSupport Customers table. You'll specify the data source
connection string, SQL (Structured Query Language) query, and column mapping. This feature can be used with any
Microsoft SQL Server database that contains customer data. If utilizing multiple customer data sources, use the
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Order of Precedence link in the Data Source Integration list screen to select the order of precedence if there are
matching records.

The Remote Database (ROB) Integration feature allows you to utilize a Microsoft S0L Server as a sounce for iSupport's customer information. |
nformaton. )

m RDE Source Mame Example Customer

Field Maopings Connection String Server=xx.iox 50, Database=Cust; user id=sa; password=password

S0L Query Salect = from Customers

Authentication Windows

Username 53

Password

st Connection

Active u Hao

Synchronization Interval 15 minutes ¥

Enable my Support Access u Ho

Enable mySupport Access for Auto-Created Customer Records - Select Yes to grant mySupport access for all
Customer Profile records created by the integration.

RDB Source Name - Enter a name for the RDB source definition. This name will appear in the Source field in the
associated Customer Profile record.

Connection String - Enter the connection string for accessing the Microsoft SQL Server database.

SQL Query - Enter the SQL query string for accessing the customer-specific SQL columns in the Microsoft SQL Server
database. This field is limited to 255 characters (including white space). Click the Refresh Columns button to populate
the SQL Columns field.

Note: For security purposes, it is recommended that you create a read-only user account for accessing the Microsoft
SQL Server database with permission to access only the customer data information. For added security, you can
push the customer data into a second database created specifically for access by iSupport.

Authentication/Username/Password - Select the type of authentication to be used to access the source SQL
Server database: Windows authentication or SQL Server authentication. If using SQL Server authentication, enter the
user name and password for accessing the server. If using Windows Authentication, the database must have both of
the iSupport user IDs listed, with the db_owner and public roles.

Use the Test Connection link to test the query.
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When you make an entry in the SQL Query field and click the Load Columns button on the Field Mappings tab, the
SQL Columns field will be populated with the corresponding columns in the Microsoft SQL Server database. The
iSupport Columns field contains the columns in the iSupport Customers table.

The Remote Database (RDB) Integration feature allows you to utilize a Microsoft SQL Server as a source for iSupport’s customer information.
See the Help for more information.)
Basic=s » | e :
Field Mappings ¥ sendand Z0L Columns iSupport Columns Mappings
Fields  » I FAX LNAME=LNAME
GUID CELLULAR FNAME=FMAME
Cust FaX LOCATION PHOME=PHONE
Fields > CELLULAR DEFT -+ EMAIL=EMAIL
LOCATION ADDRESS1
Il _SLA ADDRESS2 -
CEPT ADDRESS3
ADDRESSL CITY
ADDRESS2 STATE

Do the following:

« Tomap afield, select a field under SQL Columns and the corresponding field under iSupport Columns. Then click
the = button. The associated fields display under Mappings. In order to save the record, you must create a map

for the first name, last name,

and email address. Use the Custom Fields tab to map LDAP attributes to fields set

up on the Customer tab in the Custom Fields Configuration screen.

« Toremove an entry from the

Mapping field, select the entry and click the # button.

You can use the SYNC_KEY field under iSupport Columns to map to a value that is an unchanging unique identifier

field in the source database.

Data Map

The Remote Database Integration feature maps according to the following schema:

iSupport Customer Field Supported Remote Database Fields

First Name FName

Last Name LName

Phone Phone

Fax FAX

Cellular Cellular

Email Email

Login Login

Password Password (Note: this password must be cleartext, and it will be encrypted when
stored by iSupport.)

Company Company

Location Location

Department Dept

Title Title

Manager Manager

Address1 Address1

Address2 Address2

Address3 Address3

City City
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iSupport Customer Field Supported Remote Database Fields
State State

ZIP Zip

Country Country

Customer ID Customer_Number

Enabling and Scheduling the Synchronization

Use the RDB Synchronization Interval field to select the amount of time in the interval for the synchronization to be
performed or select Daily to run the agent every day at a specified start time. Select Yes in the Active field to enable
the RDB Synchronization agent that updates the records in iSupport Customer Profiles with the information in the
database.

Enable mySupport Access - Select Yes to populate Yes in the Approved to Access field in each customer's profile.
This enables the customer to log in to view incidents or change their password on the mySupport portal.
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Importing From a Remote Asset Database and Synchronizing

Select Asset RDB on the Data Source Integration Create menu to import asset data from one or more Microsoft SQL
Server source databases into iSupport’s Asset database, and synchronize with those source databases on an interval
basis. You'll enter a connection string and SQL query, and then click the Test button to display columns in the source
database on the Field Mappings tab for specific field mapping options. You can schedule synchronization to occur on
an interval basis. If a matching field exists in the source database, the record will be updated in iSupport's Asset
database.

Use the Basics tab to specify the connection string, SQL query, authentication information, and synchronization
interval.

m Hame Asset Integration Definition

iald i . . . .
Field Mappings Connection 5tring | Serversserveraooc.com; database=active_assets; trusted connection=yes

Synchronization

S0L Query Select * from rdbassetzource
Authentication Windows
Username HWAdmin
Paszword sssmmeew

Test Connection

Active u Off

Interval 15 minutes E|

Microsoft SQL Server Source Name - Enter a name for the SQL Server source definition. This name will appear in
the list of integration definitions and in the Source field in the associated Asset record.

Connection String - Enter the connection string for accessing the source database.

SQL Query - Enter the SQL query string for accessing the asset-specific SQL columns in the source database. Click the
Test Query button to populate the SQL Columns field on the Field Mappings tab.

Authentication/Username/Password - Select the type of authentication to be used to access the source SQL
Server database: Windows Authentication or SQL Server Authentication. If using SQL Server authentication, enter
the user name and password for accessing the server. If using Windows Authentication, the database must have
both of the iSupport user IDs listed, with the db_owner and public roles.

Active - Select Yes to enable the Asset Synchronization agent that updates the records in the iSupport Asset
database with the information in the SQL source database.

Asset Synchronization Interval - Select the number of minutes in the interval for the synchronization to be
performed.
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Specifying Field Mappings

When the query connection is successful, use the Field Mappings tab to specify options for mapping the fields in the
source database to the fields in the iSupport Asset database.

Refresh Columns
Basics
Asset Name Column from Source MAKE E|
Field Mappings b Database
o -
Synchronization Attempt As=zet Type Mapping u Off
Aszzet Type Column from Source ID_TYPE E|
Database
Attempt Asset Owner Mapping On m
Default Owner Unassigned
Standard Fields Cuztom Field=
S0L Columns iSupport Columns Mapping
GUID = LOCATION = D = S¥MNC_KEY =
ID_T+PE L DT_PURCHASI MFG -= MFG
ID_INVENTORY = DT_WAR_END MODEL -= MODEL
LOCATION | DT_MAINT_EM - TG _MUMBER —= TAG_NUWMBER
OT_PURCHASI UNIT_COUNT SERLAL_MUMBER -= SERIAL_NU
OT_WAR_END [TEM_COST_PI -
DT_MAINT_EN UNIT_LABEL
COMMENTS
MAME - - -

Asset Name Column from Source Database - Select the asset name column in the SQL database that contains the
data to be synchronized.

Attempt Asset Type Mapping - Select:

« On to specify the asset type column in the source database for mapping to the iSupport asset type column. If a
value in the source does not match the corresponding value a predefined type, a new type will be assigned.

« Off to assign the predefined iSupport asset type in the Default Asset Type field to all synchronized records.

Asset Type Column from Source Database - If On was selected in the Attempt Asset Type Mapping field, select the
column to be used for mapping the asset type in the source database.

Default Asset Type - If Off was selected in the Attempt Asset Type Mapping field, select the predefined iSupport
asset type to assign to all synchronized asset records.

Attempt Asset Owner Mapping - Select:

+ On to specify the names of the asset owner First Name, Last Name, and Email columns in the source database
and search for a matching asset owner in iSupport Customer Profiles.

If a value in the source database does not match, a new Customer Profile record will be created if Yes is selected
in the Create New Customer Profile if Mapping Fails field. If No is selected in that field, the customer in the
Default Owner field will be assigned.

+  Off to assign the customer in the Default Owner field as the asset owner of all synchronized records.
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Owner First Name Column from Source Database - If On was selected in the Attempt Asset Owner Mapping field,
select the owner first name column in the source database to be used in the search for a matching asset owner in
iSupport Customer Profiles.

Owner Last Name Column from Source Database - If On was selected in the Attempt Asset Owner Mapping field,
select the owner last name column in the source database to be used in the search for a matching asset owner in
iSupport Customer Profiles.

Owner Email Column from Source Database - If On was selected in the Attempt Asset Owner Mapping field, select
the owner email column in the source database to be used in the search for a matching asset owner in iSupport
Customer Profiles.

Create New Customer Profile if Mapping Fails - Select:
« Onto create a new Customer Profile record if a value in the source database does not match.
« Off to assign the customer in the Default Owner field as the asset owner of all imported records.

Default Owner - If no owner mapping was attempted or Off was selected in the Create New Customer Profile if
Mapping Fails field, select the customer to assign as the asset owner for all imported records.

When you make an entry in the Connection String and SQL Query fields on the Basics tab and click the Test Query
button or Refresh Columns link, the SQL Columns section will be populated with the names of the columns in the
source database. The iSupport Columns field contains the columns in the iSupport’s Asset database. To map a field,
select a field in the SQL Columns field and the corresponding field in the iSupport Columns field. Then click the =#
button. The associated fields display under Mapping. To remove an entry from the Mapping section, select the entry
and click the #= button.

Use the Custom Fields tab to map fields in the source database to the custom fields set up for both asset types and
the Asset entry screen. Then click Save to save your selections. The synchronization will occur when the Sync button
is clicked and/or on the interval set in the Asset Synchronization Interval field on the Basics tab.

Selecting Fields for Asset Synchronization
Use the Synchronization tab to synchronize iSupport’s Asset database with fields in a Microsoft SQL Server source

database; you'll select the mapped fields to be evaluated when the synchronization occurs. If a matching field exists
in the source database, the record will be updated in iSupport's Asset database.

Select the mapped fields to be evaluated when the synchronization occurs. If a selected matching
field exizts in the 2ource database, the record will be updated in iSupport's asset database. If no
selected matching fields exist, a new record will be created.

Basics

Field Mappings

o . Mame Tag Number Synchronization Key
Synchronization >
|:| Type |:| Serial Number Unit Count

Chwner Purchase Date Unit Label
D Manufacturer__| Warranty End Date Unit Cost
[C] Mogel Maintenance End Datel_| Unit List Price
Location

Specifying Precedence for Multiple SQL Data Sources

If you are using multiple sources for populating iSupport's customer, support representative, and asset data, use the
order of precedence link to specify the order of precedence if there are matching records. (For customers and
support representatives: a match on first name, last name, and email address; for assets, a match on name.) All of
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the possible data sources are listed; the top position has the highest precedence. If you are not using one of these
data sources, move it down in the list.

Mame a Order of Precedence

Directony Custome Support Rep Aszet

f utilizing multiple data sources for (Support’s customer data,

drag and drop to specify the order of precedence if there ara
matching records (first name, last name, and email address
PMain AD Sync matchi The entry at the top of the list is first precedence
Microsoft CRM Active Directory
LDap
Direct Entry

miySupport Registration
Email Submitted Incident
Microsoft CRM

ROB

Domino Directory

Importing Customer Data From a CSV or Microsoft Excel File

Use the Customer Import feature to import customer data from a comma separated value (.csv) or Microsoft Excel
XlIsx file. Note that the Microsoft Access Object Library 12.0 must be installed for this feature.

Select spreadsheet to import Choose File | Mo file chozen Load
| =ee T |
Worksheet Sheet] v
Assignee Barry White N
Trnypeoert Sounoe iSupport Colurmins Mapped Columns
5_APPROVED Fax LMAME=Last Mams
SYMNC_HEY E tName
=
. -
3 r -

Click the Choose File button to select a Microsoft Excel file containing the customer information. Click the Load
button to populate the Import Source column with the columns in the spreadsheet. The worksheets in the file
appear in the Worksheet field; select the worksheet containing the data to import.

The Assignee field appears if you have the Service Desk Edition and Opportunity functionality is enabled; select the
support representative to populate the Assignee field for use with Opportunity functionality.

Map the columns in the Import Source list to the columns in iSupport.
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« Tomap a column, select a column in the Import Source list and in the corresponding column in the iSupport
Columns list. Then click the right arrow = button. The associated fields display under Mapped Columns.

« Toremove an entry from the Mapped Columns list, select the entry and click the left arrow # button.

When finished, click the Import button to execute the import.
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Configuring Custom Fields

To define fields for entering information specific to your company, go to Options and Tools | Customize | Custom
Fields. An unlimited number of text, keyword, hyperlink, date, selection, and date/time fields can be defined. You can
do the following with custom fields:

* Require custom fields to be completed before a work item is saved and/or closed

« Configure display based on defined conditions, and pull from a data source

* Map to a SQL data source and populate and synchronize options for list-type custom fields
+ Userules to set a custom field value

+ Configure custom fields to appear when an associated asset type, CMDB type, cost center, or category is
selected; you can control display of these additionally defined fields in screen layouts. Note that all custom fields
that have met any conditional display conditions will be created upon mySupport work item submission
regardless of whether they are included on a mySupport submission layout.

Desktop | Configuration | Options and Tooks | Customize /| Incdent Custom Fields

my Support Access Labal Sarver 05
Conditional Display
Opkions Tooltip Sarver Operating System y
Required on Save Qan m
Required on Close an m
Available to Reps m off
Encrypt QOn m
Type Check Bax v
Data Source Maone i+
Options o Windows
Mac z ©
Orther
Max Columns 2

Row - Enter the row number for the position of the field. Row one will be the first field, row two will be located under
the first field, and so on.

Label - Enter the label for the custom field.
Tooltip - Enter the text to display when a user hovers over the field with the cursor.

Required on Save - Select On to require the field to be completed before the record can be saved. Note: If an
inbound email rule uses an auto-close incident template and a required custom field does not have a default value,
the required custom field will not have a value in the closed incident.

Required on Close - Select On to require the field to be completed before a Closed status can be selected in a work
item.

Available to Reps - Select Off to prevent support representatives from editing the field. (However, rules can change
field values.)
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Encrypt - If your business has a specific mandate regarding column level encryption and you are already using
'database at rest' encryption, send a request to iSupport’s Technical Support department for a feature unlock code.

Type - Select the format of the field. Note that for list-type fields (Checkbox, Multiple Selection List Box, Radio Button,
Single Selection Drop-Down, and Type Ahead) you can map to a SQL data source and populate and synchronize
options for a field; see “Pulling From a Data Source” on page 41 for more information.

A Check Box field enables multiple selections; use the Max Columns field to enter the number of check boxes to
appear before a scroll bar is used.

A Currency field displays a dollar sign next to the field and allows entry of the numbers 0 through 9, a decimal
point, and two values after the decimal point. The dollar sign symbol that precedes a currency custom field is
controlled by the server's default language, but you can override it via a setting in the web.config file (located in
the directories in which the Desktop, mySupport portal, and Survey functionality are installed). The following tag
in the web.config file defines globalization settings: <globalization requestEncoding="utf-8"
responseEncoding="utf-8"/>

You can add a culture/language name setting to this tag to override the currency symbol; in the example below,
culture="en-GB" was added to change the dollar sign symbol to the English (United Kingdom) pound symbol.
<globalization requestEncoding="utf-8" responseEncoding="utf-8" culture="en-GB"/>

Note that the settings in the web.config file should be updated only as directed (via this guide or iSupport
Technical Support); failure to do so may result in data loss or corruption. See http://msdn2.microsoft.com/en-us/
library/system.globalization.cultureinfo.aspx for more information on defined culture settings.

A Date field enables entry or selection of a date in MM/DD/YY format; a Date Time field enables entry or
selection of a date (MM/DD/YY) and time. To disable manual entry in Date and Date Time fields and require the
user to select from the calendar popup, select Yes in the Disable Manual Entry of Date Time Custom Fields field
on the Advanced tab in the Custom Fields list screen.

A Hyperlink field enables you to specify default text and a URL to appear in the field; the user can change those
entries. You can also leave the field blank and allow the user to enter the default text and URL.

A Label Only field does not display a value option; you can use it as a section header to group custom fields.

A Multiple Selection List Box field enables the user to select multiple entries in a list. Use the Max Rows field to
enter the number of selections to appear before a scroll bar is used.

A Number Only field enables entry of the numbers 0 through 9 and a decimal point.

A Radio Button field enables only one selection; use the Max Columns field to enter the number of radio
buttons to appear before a scroll bar is used.

A Single Selection Drop-Down field enables selection of one item in a list.
A Text Area field enables text characters to be entered in a resizable field.
A Text field enables text to be entered in a one-line field.

A Type Ahead field initiates a search of matching options after a few characters are typed. This custom field type
is only used for fields that are linked with a data source.
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Examples are shown below.

Check Box # Option 1 # Option 2 Option 3 Date Field B 03082019
Fadio Button O =2 Mo | don't know Date/Time Field | @ | 03/07/2019 3:27:00
Text Area single Option 1 r
Selection Drop-
Down
P f'.'1u|ti|_'l|.E . Option 1
Text Field gefﬂ'ﬂn List  option 2
o Option 3
Currency Cnly $ 123 . : , . -
Hyperlink iSupport's Web Site - Edit
Mumber Cnly 123

Options - This field displays when creating a radio button, checkbox, multiple selection list box, or single selection
drop-down. Enter or paste items into this field; separate each value with a comma or return and select ¥ Commit
Items when finished. Select items to specify defaults and drag items to change the order. Options can be populated
by and synchronized with a SQL data source; see “Pulling From a Data Source” on page 41 for more information.

Default Value - Enter a value to appear as an option in the custom field by default.
« Todisplay the current date, enter @today

« Todisplay the date a specified number of days after the current date, enter @today+n (where n is the number of
days to add after today's date)

+ Todisplay the date a specified number of days before the current date, enter @today-n (where n is the number
of days to subtract from today’s date)

Max Columns/Max Rows - For Check Box and Radio Button type fields, enter the maximum number of columns to
display (the fields will wrap to multiple rows); for a Multiple Selection List Box type field, enter the maximum number
of rows to display (causing a scroll bar to appear).

To delete a custom field, select the row number and then select the Delete link. To delete multiple custom fields,
select the fields and select the Delete link. To edit a custom field, select the label link.

Validation - This field appears for Date, Date/Time, Currency, Text Area, and Text custom fields. Select On to enable
date, date/time, currency, text area, and text custom fields to be validated upon entry (for example, the calendar
picker will only make available valid dates for selection). Enter the parameters that the field will be validated
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against; the parameters will vary depending on the type of field.

- a ,
mySupport Access Label Instzll Date
Conditional Display
Cptions Tooltip Select a date bebwesn one and five -
days after today. o
Required on Save On E
Required on Close On E
Available to Reps u off
Encrypt O E
Type Cate Field v
Default Value EToday+2 [iid
Validation u oF
Date Validation Type Between (Incusive of Valid Startanc ¥
Moke: 0 = today, positive values for futura
dates, negative values for past dates.
Valid Start 1 Days
Valid End 5 Diays

+ Date: The calendar picker will only make available valid dates for selection by the user. Use the Date Validation
Type field to specify the basis for validation and then enter the number of days before or after the current date
on which to make available dates. Use zero as the current date, positive values for future dates, and negative
values for past dates.

Select Start in the Date Validation Type field to ensure that the available dates for selection will be on or after the
specified number of days from the current date. Examples:

+ If you enter -2 in the Valid Start field, the dates available for selection will start two days before the current
date.

+ Ifyou enter 0 in the Valid Start field, the dates available for selection will start on the current date.

« Ifyou enter 1 in the Valid Start field, the dates available for selection will start one day after the current date.

Select End in the Date Validation Type field to ensure that the available dates for selection will be on or before
the specified number of days from the current date. Examples:

« Ifyou enter -2 in the Valid End field, the dates available for selection will end two days before the current date.
+ Ifyou enter 0 in the Valid End field, the dates available for selection will end on the current date.

+ Ifyou enter 1 in the Valid End field, the dates available for selection will end one day after the current date.

Select Between (Inclusive of Valid Start and Valid End) to ensure that the available dates for selection will be a
range: starting on or after a specified number of days from the current date, and ending on or before a specified
number of days from the current date. (Your entry in the Valid Start field must be less than or equal to the
number of days in the Valid End field.) Examples:

« If you enter -2 in the Valid Start field and 2 in the Valid End field, the dates available for selection will start two
days before the current date and end two days after the current date.
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« If you enter 1 in the Valid Start field and 3 in the Valid End field, the dates available for selection will start one
day after the current date and end three days after the current date.

Date Time: The information above applies to this field; use the Validation Start Time and Validation End Time
fields to select available times on the available days for selection.

Currency: Enter a minimum amount in the Min Amount field, a maximum amount in the Max Amount field, or a
minimum and maximum in both fields to specify a range. (Your entry in the Min Amount field must be less than
or equal to the number in the Max Amount field.)

Number Only: Enter a minimum amount in the Min Amount field and a maximum amount in the Max Amount
field; the number the user enters must between the two numbers. (Your entry in the Min Amount field must be
less than or equal to the number in the Max Amount field.)

Text Area/Text: Enter a minimum number of characters in the Min Length field or a maximum number of
characters in the Max Length field. Enter numbers in both fields to specify a range. (Your entry in the Min Length
field must be less than or equal to the number in the Max Length field.)

mySupport Access Options

Available to mySupport - Select On to enable the field to appear on a mySupport portal.

Editable On New Incidents - This field appears if Hyperlink is selected in the Type field on the Basics tab. Select On
to enable the Edit link for Hyperlink-type custom fields on mySupport. Note: On is the default value; when off, the
default text and URL are validated and the Edit link is hidden in mySupport.

Editable On Existing Incidents/Changes - Select On to enable the custom field to be edited by customers with the
mySupport Custom Fields Editor permission. Note that you can use the Allow Edit field in the Configure Field dialog
for custom fields on mySupport display layouts to disable/enable an individual Customer Profile custom field to be
edited by customers with the mySupport Custom Fields Editor permission.

Select mySupport Portals with Access - If the mySupport Access field is enabled, select the predefined mySupport
portal interfaces on which the custom field can appear. Note: If custom fields are associated with more than one
level of a selected category set, the fields for all levels will display.

Desktop f Configuration / Dptions and Tooks [ Customize [ Incdent Custom Fields

Basics Available to mySupport n T
Editable on Mew Incidents n o
E:::‘:::;_al Display Editable on Existing Incidents n o
Select mySupport portals with access Wt s comjuser/
itk /) i com

Setting Advanced Options

Disable Manual Entry of Date Time Custom Fields - Select Yes to require that users only select from the calendar
popup for Date and Date Time custom fields.
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Conditional Display Options

Enable Conditional Display - Select On to enable the Conditional Display Options fields for configuring conditions
on which to base display of the custom field.

Desktop [/ Configuration [ Oplions and Tools / Customize [ Incddent Custom Felds

Basics Enable Conditional Display m Off

mySupport Access Match A&ny ¥ b o B

Conditional Display Oplions >

Use the Match <All/Any> field to specify whether you want every <field> is <value> search condition to be met, or any
configured condition to be met. Use the * Add Condition and = Remove Condition options to display and remove
a <field> is <value> search condition. Select the * Add Condition option if you wish to include another condition. You
can use the == Add Condition Group option to put a set of search conditions to be evaluated together in a group.

Pulling From a Data Source

You can map to a SQL data source and populate and synchronize options for list-type custom fields. Use the Data
Sources tab in the Custom Fields screen to create a custom field data source definition, enter a connection string and
SQL query, and specify the synchronization interval.

Hame Aszzet Types
Problem
Connecticn String server=.; database=cSupport; Trusted_Connection=True
Change
5QL Query select Type from ASSET_TYPES
Customer
Company
Azzet Retrieve ltems
Purchase
ltems Cell Phone -
T Copier
Service Contract Desktop
Laptop
Configuration Item Office Supplies
Printer
Knowledge Entry Server
Tablet
_ . Training
Upportunity "."'."i:l-;ETS- -
Advanced
Active Yas Ho
Synchronization Interval 15 minute

Name - Enter a name for the SQL Server source definition. This name will appear in the list that can be selected in
the Data Source field in the Custom Field Definition dialog (if a list-type format is selected in the Type field).

Connection String - Enter the connection string for accessing the source database.

SQL Query - Enter the SQL query string for accessing the field options in the SQL database. Select the Retrieve Iltems
button to populate the Items field using this string.

iSupport Software
Page 41



Active - Select Yes to enable synchronization and update the Options list for a custom field with the information in
the SQL source database.

Synchronization Interval - Select the number of minutes in the interval for the synchronization to be performed.

Using the Data Source for a Custom Field

After saving, the custom field data source definition will be available for selection in the Custom Field Definition
dialog. The Options field will be populated and will not be editable after synchronization.

Desktop f Configuration § Options and Tools [ Customize [ Incident Custom Fields

= 4 :
mySupport Aocess Label Affected Ttem
Conditional Display X
Opbians Toaltip P
Required on Save On m
Required on Close an m
Available to Reps m off
Encrypt an m
Type Multiple Selackion List Box ¥
Data Source Azzet Types Y|+ | 2
Options Zell Phons
Copier
Dreskiop -
Laptop
Ciffice Suppliss
IMax Rows 2
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Configuring Company Match Settings

Use the Options and Tools | Integrate | Company Match Settings screen to, during customer synchronization and
import, enable a check to be performed for existing customers who have email domains that match the domain part
of a new customer's email address.

If matches are found, the primary company associated with the customers with matching email domains will be
associated with the new customers being created. If multiple customer matches are found with the email domain
and they have different associated primary companies, the matching customers will be sorted based on last
contacted date and the primary company associated with the most recently contacted customer will be applied.

The Excluded Domains field is automatically populated with a list of known email domains that are personal in
nature; you can add or remove domains from this prepopulated list. To reset to defaults you can disable, save, and
then enable the email check.

If a company already existed and had an existing customer with a matching email domain, the company name in that
existing record will not change and it will be associated with all the new customers. It will retain its name and the
alternate company name(s) associated with the new customers in the original data source will be ignored.

Desktop | Configuration | Options and Tools [ Integrate | Company Match Settings

If enabled, a customer's email address domain will be used when determining which company they should be 2 member of during
sy, impart, and profile crestion from mySupport chat.

Use email domain for Yes Q]

company match

Exduded domains @example.com +

{@aol.com -
@attnet -
{@comcast net -
{@excamiple.com -
{@facebook com -

{Exgrnail.com -
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Creating Company Statuses

Use the Company tab in the Options and Tools | Customize | Statuses screen to enter status labels that describe the
company. These statuses are for reference purposes only.

Statuses Search *
necident Create Delete
Problem Label Position &
Change # || Prospect 1
Purchase # | | Vendor 2
Service Contract # Partner 3
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Merging Customer and Company Profiles

Use the Customer/Company Merge feature if you wish to consolidate multiple Customer or Company Profile records;
for example, if multiple Customer Profile records have been created for the same person or multiple companies have
merged. From a customer or company view, you'll select a master containing some or all of the data you wish to use

as well as other profiles that you wish to consolidate. (Note that selected profiles other than the master will be
deleted after the merge.)

See “Merging Company Profiles” on page 47 for information on merging Company Profile records.

Merging Customer Profile Records

To merge multiple Customer Profile records, select the records in a view and select Merge on the view component
Actions menu (this option will appear in customer and company views on the Desktop if you have the Customers |

Merge permission).

~u
All Customers by Name o m
= Actions - Search Q| T
il s war s ey
- e -
# [T Remave from Company me Email Phone mySupport Ap
B Edit Faollowup
+ - kimery@isupport.com 3E090488R6 ez
ﬁ Ierge L]
=0 e '
& = Add Can View Service Cost Permission ) - . y
= j@example.com 2E0-397-1000 Yez
= Remowve Can View Service Cost Permission
] Delens
N sj@gwi.com 2E0-397-1004 Yag
& [ Send Survey
A Tand Correc A - . .
. b Send Correspondence si@swicom Unspecified Mo

The Merge dialog appears as shown below. Select the profile you wish to use for iSupport functionality in the Master

Profile column and then select one of the following options:

+ Take Master to use only the selected profile. The other selected profiles will be deleted.

+ Merge to Master to add data from the other selected profile(s) to the profile selected as the master.

Szlect the profile to use 2= a master. Than s=lact:

« Use Master to rekzin only the s=lacted profile. The other profiles will be daleted,
«  Mearge to Master to add values from the other selected profile(s) ko the profile selected as the master

Wark items using these profiles will be updated when the merge is complete.

Values cannot be merged onko a master that is from a source that is synchronized via directory integration.

Master Profile Last Name -~ First Name Phone Location Company Department  Email
[ Johnson Stave 360-397-1004 Headquarters LBL Services Administration sj@gwi.com
Johnson Staven sjiE@gwi.com
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If you selected Merge to Master, the fields in each selected profile appear for selecting the data to be retained in the
master profile.

Select the profile to use a5 a master. Then selach:

s Use Master to retain only the selected profile. The other profiles will be deleted,
+ Marge to Master to add values from the cther selected profile(s) to the profile selected as the master

Wark items using these profiles will be updaked when the merge is complets.

Yalues cannot be merged onko 2 master that is from 2 source that i synchronized via directary integration.

Master Record: ® Steve Johnson )| Skeven Johnson W
Last Mame: O Johnson 23| Johnson b

If a profile contains multiple items for an entity, click the Select Items to Merge link to select the items to be added to
the master.

Select the profile to use a5 8 master. Then select:

# Use Master to retain only the selected profile. The other profiles will be deleted.

= Merge to Master to add values from the other selected profilefs) to the profile selected as the master.
Work iterns using these profiles will be updated when the merge is complete.
alues cannot be merged onto a master that is from a source that is synchronized via directory integration.
Master Record: [F]=11| Merge Companies Zl -

Select the items to be added to the master profile. =

First M E 5t

e emE [ LBt services 1 -]

LELSoft. Inc. ()
Last Mame: ® o a
Email: @ 5 Z|
Phone: ) 36 Zl
Company: () LE Zl
Companies: 0 Us a ) Select ltems to Merge
Avatar: G us Close a Wiew
|

The following dialog will appear after clicking the Finish button:

Merging records will retain Steve Johnson; other selected profiles
will be deleted. Work items using these profiles will be updated.

[ Ok ] ’ Cancel
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After clicking OK, the master will be created and all records (incidents, problems, changes, etc.) that were associated
with the other selected profile(s) will be associated with the master profile. The other selected profiles will be
deleted.

Merging Company Profiles

To merge multiple Company records, select the records in a view and select Merge on the view component Actions
menu (this option will appear in customer and company views on the Desktop if you have the Customers | Merge
permission).

All Companies by Name 4 -

Search Q,

h=
]
=]
J
LA
1

1
[=]
]
ul
(=]
=
Q

T
=1
[=1

#

Primary Contact Phone Location City LState

=1 Remove from Group

Associate Cost Center

R . - Johnson, Steve 360-397-1000 Headguarters
Associate Approval Cycle

+
g R o 0y 0

I
(=}

d Parent Comparry

) Ryan, Bob 360-500-4646 MNorthwest
ﬁ Merge -
i Delets
Locke, Gale 360-397-1464  Morthwest
¥| Export

The Merge dialog appears as shown below. Select the profile you wish to use for iSupport functionality in the Master
Profile column and then select one of the following options:

« Take Master to use only the selected profile. The other selected profiles will be deleted.

« Merge to Master to add data from the other selected profile(s) to the profile selected as the master.

Select the profile to use as 8 master. Then select:

# se Master to retain only the selected profile. The other profiles will be deleted.
» Nlerge to Master to add values from the other selected profilefs) to the profile selected as the master.

‘Work items using these profiles will be updated when the merge is complets.

Master Profile | Name « Lecation Region Industry Primary Contact Company Relstionship
F LEL Services | BDD-555-2121 West
i@ | LELSoft, Inc. | 360-357- ].0:)3| Morthweest Division | North  Technology | Steve Johnson

Use Master Only Merge to Master
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If you selected Merge to Master, a dialog appears for selecting the data to be retained in the master profile.

Select the profile to use as a master. Then select:

» Use Master to retain only the selected profile. The other profiles will be deleted.
» Merge to Master to add values from the other selected profilels) to the profile selected as the master.

Work items using these profiles will be updated when the merge is complete.

Master Record: '@' LBLSoft, Inc. ':' LEL Services

[{]
[t »

Mame: LBL Services El
Primary Customer: El
Parent Company: El
Company Mumber: G 8544 @ | 555 El
Region: ) Morth & | west [=]
Phone: ™) 280-287-1000 ﬂ B00-555-2121 [=]
Industry: () Technology & El -

If a profile contains multiple items (such as groups) for an entity, click the Merge link to select the items to be added
to the master.

Select the profile to use as 8 master. Then select:

* Use NMaster to retain only the selected profile. The other profiles will be deleted.
* Nerge to Master to add values from the other selected profile(s) to the profile selected as the master

Weork items using these profiles will be updated when the merge is complete.

- GEIrCe e ﬂ
-
Merge Groups
&) Select ltems to Merge

Groups: ) Usel gejet the items to be added to the master profile.

Service Contracts: & Use

Executive Mgmt T 1
I:l . gmt Team {1} ] i) Select tems to Merge

I:l Platinurm Support Members {1}
Adobe Users (1) ]
Administrators (1)

Customer Others to Motify: & Use (71 Select tems to Merge
Rep Others to Motify: & Use ] (71 Select tems to Merge
Azsets: G Use ] ':::' Select ltems to Merge

Custom Fields: G Use ]

Attachments: &) ] (71 Select tems to Merge
Close

m

Incident Rule Group:

The master will be created after clicking the Finish button in the Merge Companies dialog, and all records (incidents,
problems, changes, etc.) will be associated with the master profile. The other selected profiles will be deleted.
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Creating Company Relationship Labels

Use the Related Companies feature to create a customizable structure of companies and assign multiple companies
to customers. After enabling the Related Companies feature in the Feature Basics screen, use the Company
Relationship Labels screen to define relationship labels.

Relationship Labels ; x®
Create Delete
Label Position &
B || 2 || |Region 2 v
& Division

You'll use these relationships in the Company screen by clicking the Parent Company link to select a new or existing
company, and then selecting a defined relationship to the current company in the Company Relationship Label field.

Comgany
= =l H £ ™
H & & U A L L # B
Sawve SaveandExt Prnt Delete  FontSze Counters  Open Mailing Map Open Strest Map  Reassign Related  Search
Fiz Display Artions
Mame LELSoft Mumber BR7S3D5
Location Headquarters Siatus Active b
Phaone 360-357-1000 Azsignes Stuart Copeland - Clear
Wandaor Groups Others to Notify Assels Customn Fields Histony mySupport Miscellaneous Attachmeanis
Addrezs
Wendor Yed oS
‘endor Products
Add Delete
B fsceiType Mames Rate
¥ Office Supplies Business Cards 345.00

The structure appears when you click the View | Company Structure link in the Company screen.

Company Structure

=l~ LBL Services
LBLSoft, Inc.
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Configuring Screen Layouts

iSupport includes default layouts for the entry screens used by support representatives, the display and submit
screens used by customers on the mySupport portal, and for the mobile HTML5 interface. Use the Layouts screens to
modify these layouts and/or create new ones with fields and tabs that are specific to your company.

Layouts

. 0

Layouts Maobile Layouts and mySupport Layouts

Create new or modify iSuppart’s Settings Modify and create the default
default layouts for work item lzyouts for customers to uss in
EC."EEF_:E accessed via the Deskiop when support representatives displaying and EU?"ntI:irg work
with fields and tabs applicable to access iSupport via a smart phone tems on mySupport
yOur company. ar tablet

Configure the fields that will appear

Note that only layouts configured via the Global Settings | Mobile Settings screen will apply to the mobile HTML5
interface. Also, mySupport Customer layouts will appear when the customer selects the View Complete Profile
button in the Account Settings screen on a mySupport portal.

You could create layouts based on different types of users, different types of work, etc.

Desktop | Configuration | Options and Tooks [ Customize [ Layouts | Layouts

Lﬂ'}"OU ts Search... x
feset Create Copy Delate Ordar of Precedence
Change
Wame & Diefault
Compary Default
Configuration Ikam Facilities

Human Resources
Custorer

Information Technology Diefault
Incident b

Frinter [ssue
Knowledge Entry

Sales

Prablam

Purchase

You can assign different layouts to different asset and configuration item types (SD Edition), and you can assign
different incident, problem, and change layouts to support representative groups, customer groups, categories. For
incidents and changes, you can assign different layouts to templates and hierarchy templates. More than one layout
may be applicable to incidents, changes, and assets; for example, if a layout is associated with the logged in rep's
primary group as well as with the selected category for an incident. Use the Order of Precedence link on the those
list screens to specify which layout to use when more than one reference is applicable.
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The Layout screen is shown below.
Desktop | Configuration | Options and Tools [ Customize [ Layouts | Incident Layouts L J
Layout Colors Custom Menu Acticns
Hame Human Resources

Tutorial Submitting HR. Issues LI R

Default fes m

Customer Details

Title Cushtomer * & (Display Mamea)
® & {Phone)

Display Avatar m Righz | Mo = 2 (Email Address)
# (Incident Counts)

Display Microsoft® ez m

Skype/LyncE Status

Add @ field -

Main Layout

) Details
=i Basics

Pravious Aszzignee

Group * 2 Number ¥ 2 Created Date
Group Type % o Status % @ Cosed Date
Category *

! ® 2 Priority ¥ % Assignee
Rule Growp

Top Level Description

Shart Descoiption

Top Lewel Short Descrip Tabs
Modified Date

Orientation Top T
Modified By

Related Hierarchy

Feedhack ! * £ * —p * T *
Details ,{’f History Custom Fields =, Others to Notify
rySupport Submission |_| L = —l g T
1:;. List ltems = - b X 4 H 4
- Custom Felds Assats — Associated Work Ikems "; " attachments M Misc.
th- Associated Work Item Con
Text Details
Icon Choose

® & Description

Use the Tutorial field to associate a tutorial that will display the first time the support representative accesses a
screen with the layout. A tutorial consists of a series of steps, each with an 800x600 image and tags that a user can
select to display an additional screen of content. Use the + Create New and # View/Edit options to access the
Tutorials screen to create a tutorial or view/modify the selected tutorial; see the online help for more information. In
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that screen you can associate a tutorial with entry screen layouts, configuration screens, Rep Desktop dashboards,
and mySupport dashboards.

Select Yes in the Default field to display the layout if none is associated with current support representative group,
customer group, category, incident template, or hierarchy template.

For Rep Client layouts, you can use the Preview button at the bottom of the Layout screen after adding required
fields to the form to display your layout. You'll need to select a record to use for displaying field data.

Configuring Customer Details

Rep Incident and Change Screens

The Customer Details section will appear in the Rep Incident and Change Layout configuration screens as shown
below.

Customer Details

Title Customer

Display Avatar m Righit Ho

Display Microsoft® Skype/Lync® Status Yes ﬂ

& (Display Mame)
& (Comnpany)

& (Location)

& (Department)
& (Phone)

& (Email Address)

000000

& (Customer IO}

Ll
(=1
[~
=1

Use the Title field to customize the text to appear to the left of the search icon in the customer section; "Customer"
will appear by default.

To include the customer’s avatar (uploaded via the Customer Profile screen or the mySupport portal), select Left or
Right in the Display Avatar field. Use the Add a Field dropdown to select the fields to appear in the upper left
Customer area at the top of the Incident screen. After adding a field, select Configure Field to enable or disable
the field label, enter the field label, and select the field label width (which is a percentage of the column in which the
field is included).

Display Label E Mo

Label Mame

Label Width 25% ¥

0K Cancel

iSupport Software
Page 52



Note that the Ticket Counts field will include Open, Closed, Suspended, and Reopened links in the Customer section
of the Incident screen as shown in the example below.

alhEyi Mew  View | Configuration  Google |=T Sl v~ view Tour
He=ve =it | ghFontSize -  [Add History [FOverride Dats BfjTemplates - P
F&.Sa\re and Exit i Delete EC:H..nters - _Lr.ﬂ\dl:l Aszat i-'__-R:-ute - A Hieranchy - E‘E
I Save and Logout i=Categorize [f]Customer - g7lAd Hoc Approval
File Display Actions
Customer Q Mumber MBUD256881 e
e Henry

N Alder &
‘ i ) Status Open hd Created
ancouver,
'h. W Priarity Medium w7 Closed

Accountin
555-555- 1?212 Followup =
ha@gwi.com Date

Ticket Counts

12/1/2023 L Category Q

Use the Display Microsoft® Skype/Lync® Status field to include an icon that will display the Microsoft Skype/Lync
status of a selected customer in the Incident and Change screens and enable the support representative to access
Microsoft Skype/Lync functions. In order for the icon to appear, Microsoft Skype or Lync 2013 or later must be
installed on your system, the support representative viewing the incident must be using Internet Explorer 10 or 11,
and iSupport must be in the intranet or added to trusted sites.

mySupport Incident and Change Screens

There are two methods to include fields for customer information on mySupport portals:

« The Customer field under the Basics section; this includes an information option next to the customer’'s name
which will display a popup dialog as in the following example:

Customer:  Steve Johnson €8

u

Lieve johnson *

Emaik: sj@gwicom Location: Headguarters
Phone:  360-397-1004 Department: Administration

Growp: Kimery Customer Group Compamy: LEL Services

51}

Groups Acoounting
Adminisrators
Adooe Users

Executive Memt Team
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* Individual fields under the Customer Fields section

Customer Avatar: e Customer Group: Customer Advisory
4 Board
Customer First Name: Steve Customer Groups: Adobe Users
Customer Advisory
Customer Last Mame: Johnson Board
Help Desk
Customer Email: sj@ewi.com
Customer Administration
Department:
Customer Phone: 360-397-1004
) Customer Company: LBL Services
Customer Location: Headquarters

Note that the Customer Group field will display the customer’s primary group, and the Customer Groups field
will display all of the groups in which the customer is a member.

mySupport Customer Profile Custom Field Edit Access

You can use the Allow Edit field on the Configure Field dialog for custom fields on mySupport display layouts to
disable/enable an individual Customer Profile custom field to be edited by customers with the mySupport Custom
Fields Editor permission.

Desktop [ Configuration / Options and Tooks [ Customize [ Layouts [ Customer mySupport Layouts:

Hamea Customer Profile mySupport Layout
Tutarial None
_ Details
4" Basics
4 List tems
=l Custom Fields % i Last Name % i Email
Department Cods % & First Name % & Phone
Current Project x ?Training Taken
M
Label Width 25% W
l Allows Edit Yag m
oK Cancel
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Adding Fields and Tabs

To configure the Details section in the upper right section of the resulting screen, drag fields from the selector on the
left to the middle of the Details area on the Layout screen. Required fields are designated with an asterisk in the
selector on the left.

Main Layout
) Details
=t Basics
Group
Group Type % @ Mumber % @ Created Date
Sategony ” x @ Status % % Oosed Date
Muodified Date
# % Priority % % Rule Group
Midified By
* 2 Assignee % 2 Related Hierarchy
Author
il List lems
+}- Custom Fields
+}- Associated Work ltem Counts

You can drag a field to the lower part of the Details section to create a subsection for a field.

Main Layout

) Details
=~ Basics
Previous Assignes
Group ¥ 2 Mumber ® 2 Created Date
Sroup Type ¥ % Status ® &% Cosed Date
Top Level Description
® % Prionty ¥ % Rule Group
Short Description
¥ % Cat ¥ £ Assi
Top Level Short Description e -
Modified Date
Modified By
Author # % Relabted Hierarchy
Fesdback

Global custom fields can be defined in the Custom Fields screen for the type of work item screen for which you're
creating a layout, and additional custom fields can be defined for a category, asset type, or Cl type. To include custom
fields on a layout, you can:

+ Drag the applicable global custom fields under the Custom Fields section individually:

Main Layout
) Details
- Basics
- List ltems
|- Custom Fields % @ Number % & Created Date
Age Group % o Status % @ Closed Date
Server 05
® 2 Priority ¥ 2 Rule Group
Site Visit Required
® o L i
e Category Related Hierarchy
Site ¥ £ Assignee
+- Associated Work lem Counts
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« Drag the Custom Fields field under the List Items section and then select * Configure Field to display the
Configure Field dialog and select the types of custom fields to include: global custom fields, additionally defined
custom fields, or both. See “Configuring Fields” on page 57.

Main Layout
) Details
t}- Basics
= List ltems
Custom Fields = &% Mumber x & Created Date
Baternial Links X &Status x % Closed Date
+}- Custom Fields
i ® & Priority ¥ % Rule Group
+- Associated Work ltem Counts
# 2t Category % % Related Hierarchy
¥ % Assignee

A [Separator] field is included for mySupport layouts; it will be blank after you drag it to the Details section or a tab.
You can enter a label for it or leave it blank, and it can be used multiple times for adding blank areas to your layout. A
Save Button option is included in Submit layouts; if you include it in your layout, the default Save button will still be
retained at the top of the Submit screen.

Tabs can display in a row above fields or to the left of fields on the lower half of the resulting screen. To add a tab,
select the Add a Tab button and then select on the new tab (named "Tab" by default). Use the Text field to enter the
label for the tab. Select the Choose link in the Icon field to select a default or custom image to appear to the left of
any text entered as a label. (If no text is entered, only the selected icon will appear.)

Tabs

Orlentatlon Top E|
Add a Tab
_———————

|==zue
< Defauls + MNew Tab
Text Issue - -
Icon Chl:l:s.e/ - -
.,: “ : . . :,Bx:
Description = =
Resolutlon
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To add fields to the tab, drag fields from the selector on the left side of the Layout screen to the middle of the section
below the Icon field.

Details
Basics
List Items
o Tabs
Attachments
_ Orientation Top v
External Links
Configuration Items
Cithers to Motify
Associated Work Iermns
Custom Fields Histony
Text Histi
lcon Choose
History

Note: The Description field is optional on mySupport incident submit layouts. The following text will be included in
the Description field after submission: "Description field not included in <layout name> mySupport incident submit
layout." If the layout is associated with a template, the description configured in the template, if any, will be used.

Configuring Fields

After adding a field, select # Configure Field to enable or disable the field label, enter the field label, and select the
field label width (which is a percentage of the column in which the field is included). Note that the label width will not
be applicable on list fields that display a label above the field.

Global custom fields can be defined in the Custom Fields screen for the type of work item screen for which you're
creating a layout, and additional custom fields can be defined for a category, asset type, change type, Cl type, and
cost center. When you drag the Custom Fields field under the List Items section to include all of the custom fields at
once, you can control which types of custom fields to include on layouts: global custom fields, additionally defined
custom fields (defined for a category, asset type, Cl type, change type, or cost center), or both. Note that all custom
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fields that have met any conditional display conditions will be created upon mySupport work item submission
regardless of whether they are included on a mySupport submission layout.

Deskiop { Configuration / Options and Tools [ Customize [ Layouts | Asset Layouts

Layaout Cushom Menu Actions
Hame Widget
Tutorial Maone
Default es m
e Details
R Display Label Yes WU
+ Optional Type fields
+ Maintenance fields ¥ # Custom Fields Label Custom Fislds
- Warranty fields
E Label Width 25%% v
+ Count Tracking fields: Fhel b
- List “.EI'I'IS Tabs Custom Fields Global | Additional
Histary
Service Contrads Orientation OK Cancel
Sroups [

For work item layouts, you can display an asset grid for the Asset field via the Configure Field icon:

Details
- atiumbe
% i Status -
Display Label ves W
% & Priority
Labvel JTe
% & Followup Date
Label Width 25% '
Asset Grid Fields Marre
Type
Teg Number
Serial Numiber
Open Work Ttenes
':l Werranly Expiration
Mlanufaciuner
Moded
=oc Work 1
Count Enabled Asset Counk Userd
Grid Fields Mass
Type
Tagy Numiber
Serial Number
Uit Label
Uit Cost A
OK Cancel
% i Assets
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mySupport Layouts

+ Select Yes in the Override Label field to enter a field label that is different from the default. Note that this label
will override any text that may be entered via the Resource Editor. See the online help for more information on
the Resource Editor.

Display Label Yes Qi
Override Label E ]
Label Case
Label Width 25% ¥
0K Cancel

+ If configuring the Category field:

Override Label Yes
Label Width 58 L4
Prompt Yes o
Shows Search No
Require Search Text for Yes QU
Results
0K Cancel

+ Select Yes in the Prompt field to initially display the Category Select dialog when the Incident or Change
Submit screen appears.

+ Select Yes in the Show Search field to include a search field in the Category Select dialog.

Category Select
prin x -

Error
Hardware | Primter | Copier/Laser | Error

» & Hardware
* % Human Resources Request

» LT

+ Select Yes in the Require Search Text for Results field to prevent display of the results until the user has
started typing.
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« Ifincluding the Assets list field, select Yes in the Show Comments field to control display of the Comments field
that may be included (depending on the asset type).

contgurericd ]

Display Label E o
Override Label Wes m
Label Width 5% v
Show Comments Yes fis
Ok Cancel

Configuring Priority-Based Background Colors

Use the Colors tab to configure the priority-based background colors for the upper portion of the Incident, Problem,
and Change screens. You can choose from the color picker or input an HTML color code.

Layout Colors Custom Menu Actions
Low Priority Color —
Medium Priority Color -

High Priority Color

Emergency Priority Color
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Configuring Custom Menu Actions

Use the Custom Menu Actions tab in the Layout screen to create a new tab, and link via an icon to a URL. Note that
this tab and option will not appear in the work item screen until after the work item is saved because the URL will be
generated with the work item ID appended to it.

Layout Colors Custom Menu Actions
Tab Name: Google
Text: Google
URL: hittpe/fwewt. E0OElE.COM
lcom:  Chooss

Example:

Incident | Mew  View Configuration

]
Google
Google
Customer Q, Numbar K2LE5E2235
Steve Johnson &
LELSoft Status o B
Headguarters pen
Administration
360-387-1004 Priarity Emergancy ¥
cai@ gwi.com
Asszignee Stuart Copeland Impact Company ¥
Ticket Counts
(122 Open 10 Suspended Urganey High v
1 Closed 1 Reopened
Followup i | 211172020 x
Date
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Configuring Rules for Customer Profiles

Overview

Use the Customer Rules screen to create rules that will perform actions when specified conditions based on
Customer Profile record fields or events are met. Unlike incident and change rules, customer rules are not included
in rule groups. Customer rules are evaluated when a Customer Profile is saved; if conditions are matched, their
actions are performed. You can execute a rule on a one-time basis via the Run rule button. This functionality can be
used to automatically:

+ Change values in Customer Profile fields
+ Send a notification

« Add or remove a mySupport portal URL and options

Basics
Mame LBLSoft mySupport Cpticns
Active u Off
Configure Conditions
Rule type is On Customer Save M 7]

b

Match | Al v | of the following conditions:

Company r Is ¥ LELSoft e | ] -

Configure Actions

rmySupport Options v Add r http:ffcsdocfuser v | and Staff Options v +

* Add or remove a mySupport portal URL and options for mobile use

+  Execute a webhook for posting Customer data to a web application

Creating Rules

Rule creation involves entering a name for the rule, selecting one or more conditions and then selecting one or more
actions to perform if those conditions are met. You can use the Active button to prevent the rule from executing after
every save of a Customer Profile record.

Configuring Conditions

Use the first Match <All/Any> of the Following Conditions field to specify whether you want every configured
condition in this rule to be met, or any configured condition in this rule to be met.

Match | all | of the following conditions: e | 2
Any
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Use the * Add Condition and = Remove Condition options to display and remove a set of condition dropdown
fields (a list of fields, a list of comparison methods, and a list of values applicable to the selected field) to evaluate
upon save of a Customer Profile record. In the Select a Target dropdown, select the field to evaluate.

Match | Al = | of the following conditions: 4 -

Company r

v LBLSoft 4| =]

Assignes -

Companies

Company Status
Custom Field
Departrent

Email

Email - Auto-Submitt=d
Ernail - Body

Ernail - CC

Email - From

Ernail - Subject

Email - To

Ewvent

Exclude From Saarch
Followup Data

Groups

Location

Primary Group

Source

Source rmySupport Portal
Title

Unsubscribe Status

In the next dropdown, select the comparison method.

Match | Al = | of the following conditions:

Company r Is r LELSoft

Has Changed
Has Changed From

Is Mot
Is Mot Set
Is Set

Note that:

+ Contains returns a true result if the value is included in the field but other characters are included in a field as
well; the value can be embedded in a word.

+ Isreturns a true result if the value is the only set of characters included in a field.

Finally, if Is or Is Not is selected as a comparison method, select the value to be used with the comparison method.

Match | all | of the following conditions: + -
Company T Is r E
iSupport Software -
LEL Services
LBLSoft
-
DS ra Commlve Dlarmndt
~Items 1-6 out of &

Select * Add Condition if you wish to include another condition. You can select ** Add Condition Group to put a
set of conditions to be evaluated together in a group.
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Configuring Actions

Use the Actions section to select the actions to perform when the conditions are met. After creating the first action
you can select * Add Action to create another action. Select = Remove Action to remove any action lines.

Configure Actions

+ Change afield by selecting Change, the field to change, and the value to change it to. For the Groups and
Owners fields, there are Add, Remove, and Reset options; the Reset option will result in the removal of any
existing owners or groups and addition of the one specified.

Change ¥ Approved to Access mySupport ¥ | To | MO

—
Assignes
Can Add Others to Motify
Can Edit Rate
Can Search Incident Archive
Can Salect Vendor
Can Submit Purchass
Can View Service Cost
Can View Work Items
Company
Custom Field
Crefault mySupport Portal
Exclude From Search
Followup Date
Groups
rmySupport User Name
Secondary User Name
Unsubscribe Status

* Execute a configured webhook for posting Customer data to a web application.

Executs Wabhook T Customer Webhook v =+

+ Send a notification via desktop notification or email.

+ Desktop notification: To display an entry in the E Notification list on the Desktop, select Notify - Desktop,
one or more recipients, and the text to appear in the Desktop Notification dropdown and/or popup.

Configure Actions

=t Recipients — E| — Salect Support Reps — E| — Salect Support Groups — E| MNew Assignment

Approvess X White, Bamy X Trainers X

Assignee X
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Options on the Desktop Notifications tab in Preferences (accessed by clicking the avatar/login) determine
whether or not an entry will appear as a popup or list entry. An example of a desktop notification popup is
shown below:

An example of the dropdown is shown below.

Motification Center

™ Alert (1)

Excessive Emergency Incidents v
30 minutes aqo

@2 Headline (1) x
Systern down this weekend ]
17 hours ago

A Incident (1) %
Mew Emergency Incident ]
SEEEDAST16A

2 hours 3ga

B survey (1) x®
Sunvey Submission Received ]
How'd e Do?

2 hours 3ga

« Email: If sending a notification via email, select Notify - Email, the recipient, and the notification to be sent.
Configure Actions

Muotify - Email |E|| Customer EI With | Defaul Motification |E| Rule Mat - Cust

Azsignes - First Rep to Motify
Assignee - Second Rep to Notify
Azsignes (viz email)

.ﬂ.ssi:nae-'i\.'ie altema i

Email Sender

Selectad Customer

Selected Customer Group
Selected Support Rep
Selected Support Rep Group

Use the + Create New and # View/Edit options to access the Custom Notification screen.

Motify Customer ¥ | With | Default Notification RuleMet-Cust v | @ | | £ <
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Select ¥ show Notification to display the contents of the selected notification.

Subject

[iSuppaort] Your Customner Profile Has Been Updated
Body

Your profile has been updated to inclede the following:

< Fields Updatad by Rules>

« Add or Remove mySupport Options by selecting mySupport Options, Add or Remove, the mySupport portal
URL, and the mySupport portal options.

Mobile mySupport Options ¥ Add r hitp://esdoc/user ¥ | and | Staff Mobile Options * | | o

+ Add or Remove Mobile mySupport Options by selecting Mobile mySupport Options, Add or Remove, the
mySupport portal URL, and the mySupport portal options to assign for mobile use.

Mabile mySupport Options ¥ Add v http:ffcsdocfuser | and | Staff Mobile Options  * +

Printing a Rule

Click the Print button to display a summary of your entries; you can click the Print link in the dialog to send the
information to the printer.

Rule Name:  LELSoft mywSupport Options

Active: s
Target Entity: Customer
Type! Om Save

Conditions: ~ Match zll of the following conditions:
If Conpamy is LELSoft
Auctions: Will add to Associsted mySupport Orptions: hittp:)/blsoft/user and Staff Options

Print Closa Windows
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Configuring Password Complexity, Expiration, and Login Locks for
Customers

If you are not using Microsoft® Windows-based authentication with iSupport, you can use the Customer Security
screen to enable password security options and configure locks to prevent a customer who has exceeded a specified
number of failed login attempts from logging in.

Note that CAPTCHA and multi-factor authentication can be enabled for a mySupport portal via the Login tab in the
mySupport Options configuration screen; see the online help for more information.

Configuring Password Complexity and Expiration
Use the Password tab to enable a Forgot Password link, password expiration after a specified number of days, a

previous password check with a specified number of previous passwords, and minimum password requirements.
You can also force a password reset for all customers.

Enable Password Expiration u Mo

Failed Login Locks Expire Password After 60 days

Failed Login Log

Warn Customer 1 days before expiration
Locked Custormers
Enable Previous Password Check u Mo
MNumber of Previous Passwords 2

Minimum Password Requirements

Minimum Characters

C
At Least One Special Character u Mo

At Least One Numeric Character

At Least One Uppercase Character u Mo

Mo

Mo

At Least One Lowercase Character

Force Password Reset for All Customers

Enable Password Expiration - Select Yes to specify a number of days after which a newly entered login password
will expire. The Password Expiration Warning dialog will display to the customer after every login via the mySupport
portal until the configured time frame has been reached. The expiration timeframe will be based on the last time a
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customer reset their password or the date and time at which the Password Expiration feature was last configured.
Note that expiration warnings will not appear on the mobile client.
L

@ | S L @ Your password wil expire in 1 day.  Reset Password or = Do Mot Show Again = %

Event Calendar Home Knowledge Add

View Training Schedule Tutorial

Welcome to the Staff Support Center

Expire Password After xx Days - Enter the number of days after which a newly entered login password will
expire. The expiration time frame will be based on the last time a customer reset their password or the date and
time at which the Password Expiration feature was last configured.

Warn Customer xx Days Before Expiration - Enter the number of days before the expiration date in which to
display the Password Expiration Warning dialog.

Enable Previous Password Check - Select Yes to compare a customer’s new password with a configured number of
the customer’s previous passwords and prevent use of a matching password.

Username Steve Johnson
Current [ TITTTTT ) I
Password

HNew Password

Re-enter

Password

Number of Previous Passwords - Enter the number of passwords to check against a customer’s new password.
Minimum Password Requirements

Use the fields in this section to require new passwords to contain at least one special character (not a number or a
letter), numeric character (0-9), uppercase character, and lowercase character, as well as a minimum number of
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characters. If a customer tries to enter a password without the minimum requirements, a message will appear with
the missing requirement.

Username Steve Johnson

Current Password

New Password —

Re-enter Password

Login

Note that configured password requirements will be enforced when you enter a password in the Customer Profile
screen.

Minimum Characters - Enter the minimum number of characters that a customer can use in a newly-entered
password.

At Least One Special Character - Select Yes to require a customer’s newly entered password to contain at last one
special character that is not a number or letter.

At Least One Numeric Character - Select Yes to require a customer's newly entered password to contain at least
one number.

At Least One Uppercase Character - Select Yes to require a customer’s newly entered password to contain at least
one capital letter.

At Least One Lowercase Character - Select Yes to require a customer’s newly entered password to contain at least
one small letter.

Force Password Reset for All Customers - Select this button to, for each customer, display the password reset
dialog the next time the customer logs in and require a new password to be entered.
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Configuring Failed Login Locks

Use the Failed Login Locks tab to configure locks to prevent a customer who has exceeded a specified number of
failed login attempts from logging in. You can set a timed lock, an email lock requiring login via a link in an email, or a
support rep lock which requires an administrator to reset the login lock.

The locks below enable you to prevent a customer who has exceeded a specified number of failed login attempts
Password from attempting another login until the conditions required wo remove the active lock are met.
Failed Login Locks ¥ The three types of locks are ordered when used in combination; if you enable more than one, the number of

agin attempts must be progressively larger starting with the timed lock.
Failed Login Log Timed Lock Enabled u No Reps to Notify
Locked Customers

After | 1 failed login attempts, prevent login for| 2 minute(s).
Stuart Copeland "

* Motifications

Support Reps iSupport Default r . rd
Locked iSupport Default v = I
Customer

Email Lock Enabled u MNo

After| 4 failed login attempts, prevent login and email the customer an

unlock link.

P MNotifications

You can use the Failed Login Log tab to display information on customers who have unsuccessfully attempted a
login, and the Locked Customers tab to display those who are locked out due to exceeding the configured number of
failed login attempts.

You can send notifications for each type of lock; support representatives selected in the Reps to Notify field will be
notified for each notification selected for a lock. These notifications can be customized via the Custom Notifications
screen. The three types of locks are ordered when used in combination; if you enable more than one, the number of
login attempts must be progressively larger starting with the timed lock.

Email and Timed Locks

+ Atimed lock prevents login for a specified period of time (the lock would prevail during that time even if the
correct login were entered).

+ A more restrictive email lock displays a message regarding the lock and sends an email to the customer, who
must use the link in the email to reconnect to the login page in order to continue. If the customer doesn't use the
link and logs in directly, the lock would prevail even if the correct login were entered.
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Support Rep Locks

An even more restrictive support rep lock prevents the customer from logging in until a support representative
unlocks his/her customer profile. A configurable message will appear to the customer if the configured number of
failed login attempts has been exceeded.

Username CA

Password

To configure a support rep lock, select Yes in the Support Rep Lock Enabled field, enter the number of failed login

attempts, and select notifications to be sent to the support representative and customer if applicable. You can use
the Support Rep Lockout Content Enabled and Support Rep Lockout Content fields to configure the content of the
message to appear to the customer after the number of failed login attempts has been exceeded.

Support Rep Lock Enabled n Mo

After| 5 failed login attempts, prevent login and require Support Rep action to unlock.

* Motifications
Support Reps iSupport Default r + | 7

Locked Customer iSupport Default r + *

Support Rep Lockout Content Enabled u Mo

Support Rep Lockout Content
VY - -B 7 ULpg-&@80-o-
R | RO

M5 Sans Serif = 2 = Morma - A~

Access s locked. Contact a support representative to reset access.

Support representatives with Customers | Unlock mySupport Access permission can unlock a Customer Profile
in the following ways; both will set the failed login attempt count to zero.

+ Select the Unlock Access option on the Actions menu on the Locked Customers tab or Locked Customers view
on the Desktop.
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+ Click the Unlock link that displays in the banner in the Customer Profile screen when a profile is locked.

i

ko

Sawve Sawe and Exit

S w A H B & 5 « »

Print Delete Font Size Couwnters Add to Contacts Open Map Search Previous Mext

File Display Actions Mavigation
mySupport acoe P & has bee ceed; clidk Unlock to reset scoess

First Mame Christine

Last Mame Apple
MW Clear

Email cal@gwi.com

Phone 3680-397-1000
Details Address mySupport History Groups Orthers to Motify Azsets Custom Fields endor Miscellaneo|
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Configuring Unsubscribe Settings

Go to Core Settings | Email | Unsubscribe Settings to configure unsubscribe links and text that will be appended to
outbound email correspondence, enabling customers to unsubscribe and prevent email from being sent by support
representatives via the Desktop, Customer Profile, and Opportunity screens. You can configure links to launch a new
email or mySupport. A customer’s unsubscribe status can be changed; see “Changing a Customer’s Unsubscribe
Status” on page 75 for more information.

Include Unsubscribe Text u Off

mySupport Link Text click here
Email Link Text click here
Email Link To Address unsubscribe@example.com

Unsubscribe Text: Include Field
5 - iR D-C-8 7 LB~ N-~-o- A== =.1;...-_;:-:.

M5 Sans Serif = 2 = Moma - A

To launch mySupport and unsubscribe from future email not related to incidents, <URL to mySupport Unsubscnbe=.

To launch vour email cliznt and unsubscribe from future email not related to incidents, <URL to Email Unsubscribes>.

Configured links and text will be appended to outbound email correspondence as shown in the example below:

Hella,
What date do you prefer for the next company party? Friday April 4 or Saturday April 57

Thanks,
Barry

To launch mySupport and unsubscribe from future email not related to incidents. dlick here.

To launch your email client and unsubscribe from future email not related to incidents, click here,

A customer’s profile contains their unsubscribe status; see “Changing a Customer’s Unsubscribe Status” on page 75
for more information.

To configure this feature:
+ Complete the fields in the Unsubscribe Settings screen.

+ Use the Change Unsubscribe Status permission in the Rep Profile screen or the Support Representative Group
screen to control a support representative’s ability to change a customer’s unsubscribe status. If a support
representative does not have this permission, the Correspondence menu option will be disabled in the Customer
Profile and Opportunity screens and the support representative will not be able to send correspondence to
unsubscribed customers via the Desktop. If a support representative has this permission, the prompt “Customer
has unsubscribed from correspondence. Click Continue to proceed.” will appear when a correspondence is
initiated for a customer with an Unsubscribed status.

+ Use the Customer Layout screen to add the Unsubscribe Status field to the Customer Profile screen.
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Completing Unsubscribe Settings Fields

Use the following fields to configure unsubscribe links and text that will be appended to outbound email
correspondence.

Include Unsubscribe Text ﬂ Off

mySupport Link Text click here

Email Link Text click here

Email Link To Address unsubscribe@example.com
Unsubscribe Text: Include Field

Vo= h D-C-3 7 LE-&B0-0- WS

. . £E 22 :

To launch mySupport and unsubscribe from future email not related to incidents, <URL to mySupport Unsubscnbe®.

‘M5 Sans Serif + 2« MNoma - A~

To launch vour email client and unsubscribe from future email not related to incidents, <URL to Email Unsubscribe.

Include Unsubscribe Text - Select Yes to display fields for configuring unsubscribe links and text that will be
appended to outbound email correspondence.

mySupport Link Text - Enter the text to appear for the link that will launch the mySupport portal and an
Unsubscribe dialog for the customer to enter their email address. This link corresponds to the URL to mySupport
Unsubscribe include field, so be sure to use that include field in the Unsubscribe Text field.

'@ iISUPPORT

Email 1

Submit

Email Link Text - Enter the text to appear for the link that will launch the user’s email client and create a new email

as shown in the example below. This link corresponds to the URL to Email Unsubscribe include field, so be sure to
use that include field in the Unsubscribe Text field.

To. unsubscribe@example, com

=9

Send

CCo,

Subject Unsubscribe

To ensure proper proce ssing, do not edit or remove any of the information be lowe.

Please unsubscribe e from your emails.

kustomer Ref ID: eea?c351-d77b-defe-Oced-21a844251 de
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Email Link To Address - Enter the email address to populate the To field in the email launched when the user clicks
the link text entered in the Email Link Text field.

Unsubscribe Text - Enter the text that will be appended to outbound email correspondence sent by support
representatives via the Desktop, Customer Profile, and Opportunity screens. Click the Include Fields link to insert the
URL to mySupport Unsubscribe include field for launching the mySupport portal Unsubscribe dialog and/or the URL
to Email Unsubscribe include field for launching the user’'s email client and creating a new email.

Changing a Customer’s Unsubscribe Status

After a customer has unsubscribed, the status in the Unsubscribe Status field in the Customer Profile screen will
change to Unsubscribed. Other options for the Unsubscribe Status field include:

+ Do Not Include Unsubscribe Text to enable correspondence to be sent without the configured links

* Include Unsubscribe Text to enable correspondence to be sent with the unsubscribe links

H & & 0 A [ BE & 5 <« »

Save Saweand Exit Print Delete  Font Size Couwnters  Addto Contacts Open Map Search Previous  Mext

File Display Actions MNavigation
First Mame Steve Phone I80-397-1004
Last Mame Johnson Company LBLSoft
i Emasil j@example local Created 1/3/2014 7:37:04 AM
U Clear Date
Unsubscribe Include Unsubsoribe Text El Created By Bamy White
Status ; : ;
Do Not Include Unsubsaribe Text Modified /272014 11:23:40 AM

Include Unsubsoribe Text Date

Unsubsoribed

Modified Bamy White
By

Use the Change Unsubscribe Status permission in the Rep Profile screen or the Support Representative Group
screen to control a support representative’s ability to change a customer’s unsubscribe status. If a support
representative does not have this permission, the Correspondence menu option will be disabled in the Customer
Profile and Opportunity screens and the support representative will not be able to send correspondence to
unsubscribed customers via the Desktop. If a support representative has this permission, the prompt “Customer has
unsubscribed from correspondence. Click Continue to proceed.” will appear when a correspondence is initiated for a
customer with an Unsubscribed status, and the Include Unsubscribe Text option will be included in the
Correspondence screen.

You can use the Add Unsubscribe Status condition in a Customer rule to perform an action such as changing a
customer profile field value or sending a notification based on the unsubscribe status. You can also change the
unsubscribe status via a customer rule action.
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Configuring Calendar and Meeting Integrations

You can configure integration with Google Calendar, Google Meet, Microsoft Outlook, Microsoft 365 Teams and
Planner, and Zoom to display an option in the Incident, Problem, Change, and Customer Profile screens for initiating
a meeting.

Note: iSupport utilizes or integrates with a number of third party applications and resources; changes in these
external applications and resources may have a negative impact on functionality in iSupport. Depending on the
nature and degree of the change, iSupport will, at its discretion, revise the current version of iSupport or make a
corrective change in a future release of iSupport.

Google Calendar/Meet

Set up Google Calendar integration in the Options and Tools | Integration | Google Integration screen to enable
users to access their Google Calendar for the Calendar option on the Desktop and mySupport portals, a New Meeting
option in iSupport entry screens for scheduling a Google Calendar meeting, and a € Google Meet option to appear
in work item screens for starting a meeting.

With Google Calendar, support representatives can view the schedules of meeting attendees, create a meeting to be
added to their calendar, and configure a notification to be sent to the meeting attendees.

When the Google Meet option is selected, the Generate Join URL dialog will appear for you to enter the topic, share
the Join URL, and email a link to the meeting. The Share Join URL option will display a dialog with the URL and an
option to start the meeting; the Email Link option will display the Correspondence dialog.

The timeframe (work hours) during which support representatives are available to be scheduled via iSupport can be
set via the Desktop or Support Representative Profile screen. On the Desktop, a support representative can view
their calendar via the Calendar component and work item-specific calendars can be viewed from action menu.
Administrators can view support representative calendars via the Support Representative Profile screen.

On the Google Calendar tab, follow the steps on the screen and copy the Google API Client ID and Secret into the
applicable fields. Enter the subject body of the email to be sent for the scheduled meeting; use the Include Field link
to add field values regarding the meeting.

Desktop | Configuration | Options and Tooks | Integrate [ Google Integraticn v
Google Calendar™ 3 Google Calendar Integration and ﬂ i
Google Meating

Googhe Maps™
B In onder for users to integrate with their Google calendar and Google Mestings, ssttings for 2 Google API Praject must be
configured,
Follow these steps:
1. Create a Google APL Project from hitps:/fconsale.developers.google.com. You'll need to sign i with & current Googls
acoount.
. On the APT & Sarvices menu, sslect Library, Search for and enable the Google Calendar APL
. On the AP & Services menu, select Owuth Consent Screen, Select Internal i your users anz in youwr G Suite domain or
External to usa any Google account. Enter an Apolication name, select a Support email and then dick the Save button,
4, On the APT & Sarvices menu, sslect Credentials. Click the Create Credentials link and select Ofuth Client ID, select Cther
in the Application type section, enter & name for the credential, and then ciick the Create button,
K. The Client ID and Client Secrat appear; leave this window opan so you can copy the settings into the fields on this screen.
6. Enzer the Cient Il and Client Secret in the fiskds below.

Googhe Search™

[

This will enable Google Calendar Email Address and Access fields in the Support Preferences dizkog for support reprasentatives to
use to 52t up individual Google Calerdar integration functionzlity.

G-:l-l:lg|Eﬂ.F"[C|'lent ID e= = £= = =2 e= =2 t= == £= =3 == ]
GIIIQIE API Client Sacret EEEREEEIFI XXX LTEETE
Google Meat Email Subject IMesting

Google Meat Email Body: Induds Fighd
Voma D-C-B I LE-BLGRa
ael=s == E.'ll. EF ¥ I= = "OpenSans’ - 3 - Norma - A

Join the meeting here: <Join URL>
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Note: Support representatives will need to use the Google Calendar Email Address and Google Calendar Access fields
on the Details screen in the Preferences dialog to enable access to their calendar(s) and set the work day hours
during which they are available to be scheduled via iSupport. (The dates/times outside of work day hours are
designated as "Unavailable" in the calendars displayed via iSupport.) After clicking the Grant Access link, a Google
dialog will appear for the support representative to allow iSupport access to their calendar and a code will be
provided. The Grant Access to Your Google Calendar dialog will appear in the Preferences screen with an Auth Code
field for pasting the code. After clicking Continue, “Access Granted” will appear in the Google Calendar Access field.

Google Meet meetings can be included in work item screens; add the Google Meetings field to a work item screen
layout via the Layouts configuration screen.

Google Maps

Use the Google Maps tab in the Options and Tools | Integration | Google Integration screen to enable access to
Google Maps via the Customer Profile and Company Profile screens, as well as the Rep Map Desktop component.
Follow the steps on the screen and enter the Google Maps API key.

Desktop f Configuration / Options and Tooks [ Integrate | Google Integration

Fallows thess steps to configure access to Google Maps via the Customer Profile and Company
Profile scresns, 2= well 25 te Reo Map Desktop component:

Google Maps™ 1. Log into Google. If you do not have a Google acoount, crests one at
https:// zceounts.googhe.com) NewAcoount.

-v

Google Calendar™

Google S=arch 2. Go to hps: /! chowd.google.com/maps-platformy 7apis=maps and complete the wizard to

enztie the Google Maps Platform.
3. Copy your APT key from the |zst page of the wizard,
4, Pastz the APT key into the fizld below.

Google Maps APT key A aass e e

Maps will appear as shown in the example below.

Rep Map - o X

# i S5EEE _ TMap | Satelite

\Vancouver

|t . E dth Plgis
E Heugh %U_& £ 4th Flaiy
2 Hamey
(501 Central Park 2 Height:
Barry White z
A Esther Shorf -

E Ml Piain Bhvd

e . W 4th Prasn Blvd

Grand

O N

o

ey e
U asardme

hip data ER013 .G.u:u:u.gle -Tl'errng of Use Reports map srmor

Google Search

Use the Google Search tab in the Options and Tools | Integration | Google Integration screen to enable access to
Google Search throughout the application. Follow the steps on the screen to create a Google Custom Search Engine,
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copy the unique ID from the Google Custom Search Engine screen, and enter it in the Google Search Engine Unique
ID field.

Desktop [ Configuration / Options and Tooks [ Integrate [ Google Integration

o A Googhe Custom Search Engine is required in order oo enzable and integrate Google Ssarch in
Google Calendar iSuppart's Global Search,
Follow these steps:
Google Maps™

Google Search™ 3

1. Log into Google. If you do not have = Google acoount, create one at
hitps:/ facoounts. google. com/NewAooount,

2. Go to https:(/cse.google.com/csa/all and complets the required fiehds to set up your
z=arch engine, Click Craate,

3. Under Edit Search Engine, select Setup.

4, On the Basics b, wrn on Search the entire web,
L. Click Update at the botom of the page.
B

. On the Basics tab, click the Search Engine ID button next to Detaiks, Copy the ssarch
angine I0.

. Pasta the Search Engine ID into the fisld bebow.
. Under Edit Search Enging, select Look and feel.
On the Layout tab, select Results only. Click Save.

W s

Google search engine e e s S e e
unigue ID

The Google Search tab will appear in the Global Search component as shown in this example.

||::'int5'::|'iv5's ® | Q

Knowledge Entries (3} Incidents (32} Google Search Results

Search with Google

Google - Cloud Print -
' Google Cloud Print is a technology that allows you to print over the web from anywhere,

including your phone, to any printer.
www.google. com'intl/en/doudprint/learn/printers. htmil |

m

Google - Cloud Print

g And because theyre always connected to the web, they can keep their drivers and
firmware up to date without requiring your intervention. Google Cloud Print ...
www.google. comfintl'en/d oudprint/learn/howitworks. htmil

Microsoft 365 Integration

Use the Microsoft 365 tab in the Options and Tools | Integration | Microsoft Integration screen to enable the
Microsoft Teams Planner component on the iSupport Desktop for viewing and accessing scheduled and unscheduled
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Microsoft Teams tasks, and enabling li: Microsoft Teams Meeting and [# Planner Task option to appear in work
item screens for creating meetings and tasks with prefilled references to the iSupport work item number.

Deskinp | Configuration | Options and Tools | Integrate | MicrosoftE Integration

Microsoft® 365

Microsoft® Outlock®

>

Basics Email Template

Microsoft 365 Integration u L

Im order to integrake with Microsoft 265, settings for Azure Active Direcbory must be configured.
Fallow thess steps:
1. Create a new App Registration from
https://portal.azure.comy#blads/Microsoft_AAD_TAM/ActiveDirectoryMenuBlade/RegisteredApps.
2, Enter a name, select your praferred option for supported account type, and add Web Redirect URIs in the following
format:
https:/| < MyServerhddress= Rep/Desktop/ TabbedPages,Configurationy Administration/Microscft 3650Auth2Redirect.aspx
https:/| < MyServerddress= Rep/ Deskiop TabbedPages/Microsoft3650Auth2Redirack. aspx
3, Clidk the Register button.
4, After the registration complebes, navigats to Cerificte & Secret and create a new dient secret. Make sure to save the
client secret to a backup location before conkinuing.

Moke: The app for Microsoft 365 Teams should be different from the app for Microsoft Outlook, The master user account should
be an administrative level account that will not be used by support represantatives,

Application Mame R R R K K
Microsoft 265 GCC High On [l

Environment

Tenant ID RN R D D K N
Client ID KR R, R R R X N K
Client Secret R R D R e DN
Master User Mame NN DR RN R K
Master User Clear Masker Usar access

Follow the steps on the screen and complete the fields. Note that this requires administrator level access in
Microsoft. The app for Microsoft 365 Teams should be different from the app for Microsoft Outlook. The master user
account should be an administrative level account that will not be used by support representatives. Enable the
Microsoft GCC High Environment setting if your Microsoft account was created under the .US domain in a
Government Community Cloud High environment.

If you wish to allow support representatives to enable access to Teams and a group calendar in the Preferences
screen without Microsoft administrator level access, ensure that you select the Consent On Behalf of Your
Organization checkbox while requesting permissions in this screen. The Master User account is used for Team
channel posts via rules and Outlook calendar groups available for display on dashboards.
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Use the Email Template tab in the Microsoft 365 Integration screen to enter defaults for the subject and body of the
email to be sent with a link to the meeting.

Deckiop | Configuration f Options and Tools [ Integrabe | Microsoft® Integration

Microsoft® Outlook®
R — Subject Please join this mesting with iSupport Customer Sarvice

Body: Includs Field
e ok B D--B 75 U -3
S = =

Click on the following link:

o
L]
™
Ll
o
11

<Jain URL=

Note: Support representatives will need to use the Microsoft 365 Access field on the Details screen in the Preferences
dialog to enable access to their calendar(s).

To add list fields of Microsoft Teams meetings and Planner tasks in work item screens, add the Microsoft Teams
Meetings and Microsoft Planner Tasks fields to a work item screen layout via the Layouts configuration screen.

You can utilize the MS Teams Channel recipient with the Notify - Email action in work item rules.

Microsoft Outlook Calendar Integration

Use the Microsoft Outlook tab in the Options and Tools | Integrations | Microsoft Integration screen to enable:

A £1 New Meeting option to appear in iSupport entry screens after a record is saved for scheduling a Microsoft®
Office Outlook® calendar meeting.

A support representative to view their calendar via the Desktop Calendar component and work item-specific
calendars via the Action menu. Administrators can view support representative calendars via the Support
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Representative Profile screen. Support representatives can view the schedules of meeting attendees, create a
meeting to be added to their calendar, and configure a notification to be sent to the meeting attendees.

Desktop / Configuration | Options and Tooks [ Integrate [ Microsoft® Integration <

Microsoft® 365 Microsoft Outlook Calendar

Integration
Microsoft® OutlookE ¥

) authentication; Oawth support will be

Microsoft Exchange Server
Usa 551 Yes WU

Microsoft Exchange Domain
(Dptional)

Click the Validate Connection button to enter 2 user's Microsoft Cutlaok login and email eddress for testing the Microsoft Outlook
server cannection. This login will be used only for validating the connection.

Velidate Connection

Microsoft Active Directory® test. example.com
Server

Use 55L s n
Microsoft Active Directory Search dap:/rest.evample.com
Root

IF amomymmows Microsoft Active Directory connections are not aliowed your environment, wse thess optional fislds to enter a
usernzme and passward for authentication when queries are performed, IF znonymous connections are allowed, leave the
Username and Password fields blank

Microsoft Active Directory User exzmple\aample
Name

Microsoft Active Directory R ——
Password

Welidats Connection

Microsoft Outlook Calendar Integration - Select On to enable the Microsoft Outlook Calendar Integration feature.

Microsoft Exchange Server - Enter the web address of the installation location of the Microsoft Exchange Server. If
using SSL, the format must be: https://<server>

Use SSL - SSL is an encryption method that overlays the connection between the iSupport server and the Microsoft
Active Directory server. Select Yes if SSL encryption is enabled on the Microsoft Active Directory server.

Microsoft Exchange Domain (Optional) - Enter the domain for accessing the Microsoft Exchange server. An entry
in this field may be needed for a successful test connection.

A valid connection to the Microsoft Outlook server is required; click the Validate Connection button to enter a
Microsoft Outlook login and email address to test the connection. Note that this information will be used only for
validating the connection.

Microsoft Active Directory Server - Enter the installation location of the Microsoft Active Directory Server.

Use SSL - SSL is an encryption method that overlays the connection between the iSupport server and the Microsoft
Active Directory server. Select Yes if SSL encryption is enabled on the Microsoft Active Directory server.

Microsoft Active Directory Search Root - Enter the complete search root URL for querying user information in
Active Directory® entries. The search root can point to anywhere in the Active Directory® hierarchy, but the entry
must be preceded by: Idap://

Microsoft Active Directory User Name/Microsoft Active Directory Password - If anonymous Active Directory®
connections are not allowed in your environment, use these optional fields to enter a login for authentication when
queries are performed. The username should be in the following format: DOMAINNAME\usernamelf anonymous
connections are allowed, leave these fields blank.
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Note: Support representatives will need to use the Microsoft Exchange User Name and Microsoft Exchange
Password fields on the Details tab in the Preferences dialog and set the work day hours during which they are
available to be scheduled via iSupport. The timeframe (work hours) during which support representatives are
available to be scheduled via iSupport can be set via the Desktop or Support Representative Profile screen. (The
dates/times outside of work day hours are designated as "Unavailable" in the calendars displayed via iSupport.)

Zoom Integration

Use the Options and Tools | Integrations | Zoom Integration configuration screen to enable a ) Zoom Meeting
option to appear in the Incident, Change, Problem, and Customer screens for scheduling an on-demand Zoom
meeting. When the option is selected, a Generate Join URL dialog will appear for you to enter the topic and options
for sharing the Join URL, and emailing a link to the meeting. The Share Join URL option will display a dialog with the
URL and an option to start the meeting; the Email Link option will display the Correspondence dialog.

Follow the steps on the screen, enter an application name, and then enter the Client ID and Client Secret in the
applicable fields.

Deskiop |/ Configuration [ Options and Took [ Integrate [ Zoom Integration

Bazsics Email Template

Zoom Integration n o
Follow these steps wo register = Zoom app to enzble users to create Zoom mestings from the Rep Deskoop:

1. To register your apo, visit te Zoom Ago Markstplace and dick on the Develop option in the dropdown on the top-right
corner and salect Build App

-

. & page with various app types will be displayed, Select OAuth as the app type and click on Create,

W

. Enter an App Mame, choose User-managed app for App Type, toggle Would you like to publish this app on Zoom Apo
Marketplace? to no, and dick Creats,

o5

. & Dashboard screen appears with an Client ID and Chant Secret; copy these ssttings to corresgonding fiskds below,

. &dd Redirect URL for OAuth in the follewing format:
hetpest < MyServerfddress = /Rep/ Desktop/ TabbedPages/ ZoomOAuth 2R edirect asp,

. Add a Whitelist URL in the following format:
heps:/f = MyServerAddress = /Rep/Deskoop TabbedPages/ZoomDAuthIRedirect . aspx and click Continua

m

o

|

. Complete Basic Information as desired and click Continue,

(=]

. Click Continue on the Add Feature screen,

o

. Add the following soopes: View and manage your mestings, View and manage your recordings, View your user
nformation, View your profile information and click Continue.

10, Your app is now ready to be used with Bupport.

Maote: A Zoom acoount with 5SSO (such as Zoom Business or Zoom United Business) is required. The Zoom URL is case sensitive;
wihen configuring it in the Zoom App Marketplace, ensure that it has the same capitalization as the iSupport Application URL on
the Basics tab in the iSupport Global settings screen,

Application Mame Application Name Example
cIiE'.tID £S S =3 ES =SS
clia‘ts t EEEX EEEN

Note: A Zoom account with SSO (such as Zoom Business or Zoom United Business) is required. The Zoom URL is case
sensitive; when configuring it in the Zoom App Marketplace, ensure that it has the same capitalization as the
iSupport Application URL on the Basics tab in the iSupport Global settings screen.
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Use the Email Template tab in the Zoom Integration screen to enter the subject and body of the email to be sent with
a link to the meeting.

Deskbop f Configuration § Options and Tools [ Integrabe | Zoom Integration
Basics Email Template

Subject Fleasa join this Zoom meeting with iSupport Customer Sarvice
Body: Includs Fisld

Vean

il 3

PRSI

- -B 75U B~ g o
===

Click the following link:

3~ Moma | AT

<Join URL=

Zoom meetings can be included in work item screens; add the Zoom Meetings field to a work item screen layout via
the Layouts configuration screen.

iSupport Software
Page 83



Configuring Webhooks

Use the Webhooks screen to configure webhooks for posting iSupport data to a web application. You will specify a
web application URL for iSupport to post data to and the fields containing the data you want to receive, and iSupport
will post the field data to the URL when configured rule conditions and time frames are met.

In the Webhooks screen, enter the name of the webhook definition that will be used in the Rule screen and URL to
which iSupport data should be posted. Drag the iSupport data source fields containing the data you want to receive
into the frame on the right, and enter the corresponding fields on your web form in the Parameter Name column.
Note that you can drag field rows vertically to reposition fields. Use the Content Type field to enable the output to be
set to JSON (JavaScript Object Notation) Mime type and display the text of what the webhook will generate.

Desktop |/ Configuration | Options and Tooks [ Integrate [ Incident Webhooks

Hame Webhook

URL http:/ noosoocnoonono:webhookeamplesfwebhook

Content Type a-wharw-Tarm-urkencoded m

Parameters & Payload Example

[ Basics iSupport Field  Parameter Hame "pumbar"Numbar™
dentifier “Identifier";"Identifier”

1
Humber n Number Mumber L

[~ Stabus
T — n Identifier Identifier

Priority

Use the applicable Rule screen to configure the conditions and time frame on which the post action will occur. Select
the rule type, enter the condition(s) to be met in order to initiate the post, select the Execute Webhook action, and
then select the webhook definition. Be sure to add the rule to a rule group.

Deskiop / Configuration / Options and Tooks [ Automate [/ Incdent Rules

Hame Wiebhook Ruls
Rule Groups Configure Conditions
Rule type is Time-Eazad LA 7
Hours of Operation: Mona LR
Match | Al w# | of the following conditions: 3 | =
Custom Figld s Cwrrent Project | [ s SetValue: Betz | =] -

Configure Time Frame Intervals and Actions

Inzervals Time MinutesHours/Day(s)
0.50 Hours hd + | &
Execute Webhook W Webhook bl * - @

Copyright ©2024 Groupware, Inc. All rights reserved. iSupport® and mySupport® are registered trademarks of Groupware, Inc. Other parties’
trademarks or service marks are the property of their respective owners and should be treated as such.
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