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* Administering iISupport®

Tracking and Monitoring iSupport Usage

See “Configuration Audit Tracking” on page 3 for information on displaying audit history entries for configuration
updates in most modules.

See “Chart/View Audit Tracking” on page 4 for information on displaying audit history entries for chart and view
updates.

See “Discussion Post Management” on page 5 for information on viewing, removing, or deleting discussion post
entries.

See “Viewing Rep Chat History” on page 6 for information on displaying chats between support representatives.

Security and Access

See “Configuring Password Complexity, Login Security, Expiration, and Login Locks” on page 7 for configuring
security options for support representatives.

See “Configuring Password Complexity, Expiration, and Login Locks for Customers” on page 16 for information on
configuring security options for customers.

See “Managing Access to Images” on page 22 for information on deleting and restricting access to folders and
images uploaded via the Image Manager.

See “Performing Advanced Configuration Tasks via the iSupport Configuration Utility” on page 45 if you wish to
use SSL (Secure Sockets Layer) or TLS (Transport Layer Security) to encrypt all communications between your
browser and an iSupport site via an HTTPS connection.

Agent and Database Functions

Agents perform tasks in the background that are an integral part of iSupport functionality. See “Enabling and
Scheduling Agents” on page 23 for more information.

See page page 35 for information on backing up and restoring iSupport databases.

See “Archiving and Database Maintenance” on page 42 for information on scheduling agents that maintain
iSupport databases and move closed work items to archive databases.

The iSupport Configuration Utility in the <directory in which iSupport is installed>\Utilities folder is used to perform
advanced configuration tasks; see “Performing Advanced Configuration Tasks via the iSupport Configuration
Utility” on page 45 for more information.

iSupport Licensing and Updates

See “Managing Your iSupport License” on page 50 for information on administering the license for your iSupport
application.

See “Enabling iSupport Updates” on page 52 for information on enabling an automatic search for iSupport hotfix
updates and automatic installation of available updates.

Troubleshooting

See “Viewing the Event Log” on page 54 for information on displaying entries that reflect application errors and
messages and the date and time that iSupport agents run.

See “Generating iSupport Environment Reports” on page 60 for information on compiling a printable summary of
configuration settings and information on the server on which the diagnosis is run.
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+ Use the Notification Queue option under Options and Tools | Administer to display all notifications that have not
been sent. You can use the checkboxes to restrict the notifications to appear in the screen, and delete any
notifications that you do not wish to be sent.

Performance Best Practices and Recommendations

See page 61 for tips on increasing iSupport performance.
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Configuration Audit Tracking

Use the Options and Tools | Administer | Configuration Audit Tracking screen to display audit history entries for
configuration updates. Entries will appear as shown in the example below. You can use the Number of Days Until
Auto Purge field to specify a number of days after which messages will be deleted automatically by the Database
Maintenance agent.

Desktop [/ Configuration / Opbions and Tools / Administer [ Configuration Audit Traddng Q?

Fafresh

[ bl | Mumber of Days Until Auto Purge: | 90
Created Date - Medified By  Module Mamed Ttam Message
5/30/2019 3:15:20 PM  Barry Whitz  Glohal e e

To: No

- Changed Attachment Encrypticn Mode From: Mane

30/ 102 X
530/2019 9:02:06 AM Abby Kienle  Global To: Ad Hoc

C/30/2019 9:01:45 &AM Abby IGenle  Global e e
Hoc To: Mone

- Changed Modified By Frome Barry White To: Abby

Kienle

- Changed Modified Cate From: 5/24/201% To:
5/29/2019

5292019 5:35:55 AM Abby Kienle  Survey Definiticns How'd We Do?

Use the Filter by Modules dropdown to select the modules and features for which entries should appear.

Decktop || Configuration | Options and Tools § Adminicter [ Configuration Audit Tracking o)
Refresh
[ bl | Mumber of Days Until Auto Purge: | 90
= W] select All
=l [W] Core Ssttings =
= Clobal Zemings - Changed Survey Fundtionality Enabled From: Yes
Global il
Hours of Cperation - Changed Attachment Encrypticn Mode From: Mone
L8| Festurs Basics To: Ad Hoc
# [C] Email - Changed AHachment Encryption Mode From: Ad
+| [[] Support Representatives oo To: Mone

=l [[] Gtions and Toals - Changed Madified By Frome Earry Whits To: Abby

# [ Customize Genle
- Changed Modified Date From: 5/24/2019 To:
# [C] Integrate 3/25/2019

#H [[] Autcmate

- Changed Repair HTML Content On Save From: Mo
# [F] Adriniszer To: Yes
=l [[] Discussion Posts

- Changed Altachment Encrypticn Mode From: All
[[] Mews Feed lo: Ad Hoc
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Chart/View Audit Tracking

Use the Options and Tools | Administer | Chart/View Audit Tracking screen to display audit history entries for chart
and view updates. Entries will appear as shown in the example below. You can use the Number of Days Until Auto
Purge field to specify a number of days after which entries will be deleted automatically by the Database
Maintenance agent.

Desktop / Configuration / Options and Tools | Administer § Chartfiew Auwdit Tracking

Refresh Mumber of Days Untl Auto Purge: 30

Created Date ~ Modified By Eniry

Action: view modified
2072018 4:31:-38 PM Barry White Hame- This Week's Priority Open Incidents
Shared: True

Action: view modified
£2072010 4:23:16 PM Barry Whita Mame- This Week's Priority Open Incidents
Shared: True
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Discussion Post Management

Use the Options and Tools | Administer | Discussion Post Management screen to view, remove, or delete discussion
post entries that have been posted via a dashboard news feed, mySupport news feed, or knowledge entry on the
mySupport portal. When an entry is removed, the text “This post has been removed due to content that violates our
user guidelines” (text configured via Resource Editor). Deletion will permanently remove the entry from all feeds and
the Discussion Post Management screen.

Remove Delets

D:"EETEdA Removed  Customer Rep Location Likes Dislives Following Wessage

Hey everyone, the printer
in Accounting is down -

1872019 10:18:44 PM | No Bamy White = Hardware 5 ort | O a a
I:l = —jlul s S use the Sales printer
instead.
| t print using the
[F] 1/5/2019 10:21:38 PM | Mo Steve Johnson Hardware Suppot 0 O 0 s Ent e
Sales printer either
iSupport Software

Page 5



Viewing Rep Chat History

Go to Options and Tools | Administer | Rep Chat History to view chats between support representatives. You can use
the Number of Days Until Auto Purge field to specify a number of days after which chats will be deleted
automatically by the Database Maintenance agent.

Refrash Mumber of Days Until Auto Purge: 90

Created Date - Initiator Recipient Conversation

* Barry White 02/11/2018 8:45:08 P
Hello Jorge, can you cover for me at lunch today?
0411/2019 4:45:25 AWM Bamy White  Jorge Quentin * Jorge Quentin 0211/201% 8:45:19 PM
Sure!
* Barry White 0£/11/2018 8:45:40 PM

Thanks!

04/11/201% 4:45:18 AM  Bamy White Jorge Quentin = Show Conversation
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Configuring Password Complexity, Login Security, Expiration, and
Login Locks

If you are not using Microsoft® Windows-based authentication with iSupport, you can use the Options and Tools |
Administer | Rep Security screen to enable password security options, CAPTCHA, and multi-factor authentication;
enter text for the login screen; and configure locks to prevent a support representative who has exceeded a specified
number of failed login attempts from logging in.

Configuring Password Complexity and Expiration

Use the Password section to enable a Forgot Password link, password expiration after a specified number of days, a
previous password check with a specified number of previous passwords, and minimum password requirements.
You can also force a password reset for all support representatives.

Deskiop [ Configuration [ Opbions and Tools [ Administer [ Seawity [ Rep Seourity

e -
Login Security
+ Forgotten Password Notification
Login Screen Content
= Support Default v || +
Failed Login Lodks ep Support Defau r
Failed Login Log
irati Mo
Locked Reps Enable Password Expiration E
Expire Password After 50
Warn Support Representative 2 days befors expiration
Enable Previous Password Chedk E Hu
Mumber of Previous 3
Passwords

Enable Forgotten Password - Select Yes to include a Forgot Password link in the login dialog and send an email to a
support representative with a password reset code. In the Notification field, select iSupport Default to use iSupport's
default Forgotten Password notification or use the + Create New and # View/Edit options to access the Custom
Notifications screen.

@ iSUPPORT

Usernames

Passwiord

Forgot Password
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After the support representative clicks the Forgot Password link, a prompt for a username or email address will
appear if the support representative hasn't entered one in the login dialog.

ISUPPORT

Username or Email Username or Ema

Request R=set

After an existing username or email address has been entered, the following dialog will appear:

'iISUPPORT

Check your email - we sent you an emai with a sx-digit resst code, Enter it below to
continue to reset your password.

Username or Email | Kristin Simone
Reset Code Resst Code
Mews Password lewi Pass

Confirm Password Confirm Pass

Reset Password

The selected notification will be sent to the support representative with a six-digit reset code and a link to the
Desktop login screen. When the link is clicked, a dialog with a Reset Code field will appear.

¥ iSUPPORT

Username or Email | Kristin Simone
Reset Code M7+g5
New Password | lew Pass

Confirm Password Confirm Pass
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The reset code expires if more than 15 minutes has passed since the password request; the following dialog will
appear. The support representative can click Cancel to click the Forgot Password link again, and a new reset code
must be configured by the administrator.

‘@ iSUPPORT

Inwvahd Usarname, Email, or Resst Cods, Try again.

Username or Email | Kristin Simone
Reset Code M7+g5x
MNew Password L LD

Confirm Password U

Reset Password

Enable Password Expiration - Select Yes to specify a number of days after which a newly entered login password
will expire. The Password Expiration Warning dialog will display to the support representative after every login via the
iSupport Desktop until the configured time frame has been reached. Note that expiration warnings will not appear
on the mobile client.

Fassword Expiration Warning

Your passwiord will expire in 1 day,

You can resek vour passward now via Preferences,

Close

Expire Password After xx Days - Enter the number of days after which a newly entered login password will
expire. The expiration time frame will be based on the last time a support representative reset their password or
the date and time at which the Password Expiration feature was last configured.

Warn Support Representative xx Days Before Expiration - Enter the number of days before the expiration
date in which to display the Password Expiration Warning dialog.

Enable Previous Password Check - Select Yes to compare a support representative’s new password with a
configured number of the support representative’s previous passwords and prevent use of a matching password.

@ iISUPPORT

The passwiord you entered must be different from the last 2 passwords you have ussd,

Username BV

Password EEEEEEEE

Meve Password | #essssss

Confirm EEEEEEEE

Reset Password

Number of Previous Passwords - Enter the number of passwords to check against a support representative’s
new password.
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Page 9



Minimum Password Requirements

Use the fields in this section to require new passwords to contain at least one special character, numeric character,
uppercase character, and lowercase character, as well as a minimum number of characters.

Minimum Password Requirements

Minimum Characters 5

At Least One Special Character ﬂ Mo
At Least One Numeric Character n No
At Least One Uppercase Character ﬂ MNo
At Least One Lowercase Character n MNo

Force Password Reset for All Support Representatives

If a support representative tries to enter a password without the minimum requirements, a message will appear with
the missing requirement.

'@ﬁSUPPGET

Usernams CF
Passwiord -
NE'.IFI

Password -

Confirm R —

Reset Password

Note that configured password requirements will be enforced when you enter a password in the Rep Profile screen.

Minimum Characters - Enter the minimum number of characters that a support representative can use in a newly-
entered password.

At Least One Special Character - Select Yes to require a support representative’s newly entered password to
contain at last one special character that is not a number or letter.

At Least One Numeric Character - Select Yes to require a support representative’s newly entered password to
contain at least one number.

At Least One Uppercase Character - Select Yes to require a support representative’s newly entered password to
contain at least one capital letter.

At Least One Lowercase Character - Select Yes to require a support representative’s newly entered password to
contain at least one small letter.

Force Password Reset for All Support Representatives - Select this button to, for each support representative,
display the password reset dialog the next time the support representative logs in and require a new password to be
entered.
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Configuring Login Security

Use the Login Security tab to set options for support representatives authenticating to iSupport.

Paszward Enable Captcha E oA
Login Seaxly 3 Enable Multi-factor [ ves B
Login Screen Content R
Failed Login Locks Enable 5MS E Mo
Failed L L
I e Mudti-factor authentication login codes will be sent via email to support
representatives without a Mobile specified on their profila.
Locked Reps : P s
Twilio Twilicl i+ A
Integration
Show Send E Mo
Code Via
Email Link

Enable CAPTCHA - Select Yes to display a CAPTCHA image with a code (example below) in the Login dialog and
require the user to enter the code in order to access the Desktop. Note that this feature is not available for the
Mobile client.

'@ iISUPPORT

¥ou have baen leoged out due to nadtvity.

Username Usamame

Password Password

Enter the code from the captcha image abowve

Forgek Password

Enable Multi-factor Authentication - Select Yes to enable an authentication code to be sent to a support
representative after login in order to access iSupport.

Enable SMS - Select Yes to send a multi-factor authentication code via Short Message Service (commonly known
as text messaging) to the support representative. SMS carriers are defined in the Options and Tools | Integrate |
SMS Carriers screen in configuration.

« |f SMS is enabled:

+ If a Twilio account is specified and the rep has a Mobile specified in their Profile record, the code will be
sent to that number via SMS.

+ Ifthe code has not been sent and the rep has a Mobile and SMS Carrier specified in their Profile record,
the code will be sent to the <mobile number>@<SMS carrier email> via SMS.

+ If the code has not been sent and the rep has a specified Alt Email Address that ends with the email from
any of the defined SMS carriers, the code will be sent to that address via SMS.
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If SMS is not enabled, the code is sent to the email address in the rep’s Profile record.

Twilio Integration - Select or create the Twilio integration to be used for sending authentication codes to
support representatives via SMS.

Show Send Code Via Email Link - Select Yes to include a Send Code Via Email link on the Validate Authentication

Code dialog when the code is sent via SMS. This allows the code to be sent to an email address if the support
representative doesn't have access to the phone that the code was sent to.

Configuring Login Screen Content

Login Screen Content - Enter the content to appear at the bottom of the login dialog; you can include formatted text
and images.

Deskiop | Configuration | Options and Tools | Administer [ Security [ Rep Security W)
Password Login Screen Content
Login Security Vima SC-BIUE-BLT Q0"
Y ccescccMneTes

M5 S

ns Ser..= 2 = Momal -~ A~

Failed Login Locks Uze thiz applicaton enly for company business.

Failed Login Log

Locked Reps

Background Image
(Max File Size 2MB)

Rerove

Background Image Fit m Tk
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The text will appear above the copyright line in the login dialog as shown in the example below.

Q@ iSUPPORT

Username

Passwicrd

Forgot Password

Use this application only for company business.
& Copyright 2002-2014, Support Software Al rights ressrved,

Background Image - Select the image to fill the screen around the login dialog.

Background Image Fit - Select Stretch to stretch the image and fit it in the window. (Note that this may cause some
distortion.) Select Tile to display the image’s fixed size in multiple tiles in the window. (Note that this option is best
suited to small images.)

Configuring Failed Login Locks

Use the Failed Login Locks section to configure locks to prevent a support representative who has exceeded a
specified number of failed login attempts from logging in. You can set a timed lock, an email lock requiring login via a
link in an email, or an admin lock which requires an administrator to reset the login lock. You can use the Failed Login
Log section to display information on support representatives who have unsuccessfully attempted a login, and the
Locked Reps section to display those who are locked out due to exceeding the configured number of failed login
attempts.

The locks below enable you to prevent a support representative who has excesded a specified number of failed login atbempt= from
attempting ancther login unkil the conditions required to remove the adive kbodk are met.

Pas=waord

Legin Security The thres types of locks are ordered when used in combination; if you enable more than one, the number of login attempts must be|
pragressively larger starting with the timed lock.
Login Screen Content

Timed Lock Enabled Mo . .
= e

- y - . - . 1 Add Aomin
Fedled logn Log After | 3 failed login atternipts, prevent login for | 2 rinutals),

Cannar Fiynn =

Locked Reps = Notifications

Admins Support Default v | 4+ | #F

Locked Rep Support Default vl 4|

You can send notifications for each type of lock; iSupport administrators selected in the Admins to Notify field will be
notified for each Admin notification selected for a lock. These notifications can be customized via the Custom
Notifications screen.

You can configure the following locks; the three types of locks are ordered when used in combination, and if you
enable more than one, the number of login attempts must be progressively larger starting with the timed lock.

« Atimed lock which prevents login for a specified period of time (the lock would prevail during that time even if
the correct login were entered).
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A more restrictive email lock which displays a message regarding the lock and sends an email to the support
representative, who must use the link in the email to reconnect to the login page in order to continue. If the

support representative doesn't use the link and logs in directly, the lock would prevail even if the correct login
were entered.

Email Lock Enabled L
After 4 failed login atternpks, prevent login and email the support rep an wnlock link.

+ Motifications

Admins iSupport Default LAl R

Locked Rep iSupport Default Wil |

An even more restrictive admin lock which prevents the support representative from logging in until an iSupport
Administrator unlocks his/her profile in the following ways; both will set the failed login attempt count to zero.

Admin Lock Enabled Yes EUE

After 1 failed login attermpts, prevent login and reguire administrator action to wnlock,

= Motifications

Admins iSupport Default W o #
Locked Rep iSupport Default w4
Admin Lockout Content Enabled L

Admin Lockout Content

Ve D-C-BIJULE-BT Q-
souss==srE=ieis
Cpen Sars = 3+ Momal - A -

Contact an administrator for more information.

Use the Unlock Access option on the Actions menu on the Locked Support Representatives section or Desktop
view.

View
Locked Support Representatives » [7]
Actions
" SR ALCERS Failed Login Count  Mame Login

A% EXPORT

E:

[ Tirned 3] Copeland, Stuart e
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+ Use the Unlock button in the Rep Profile screen. A Lock button will appear in this screen for support
representatives without a lock; you can use it to manually lock out a support representative.

Support Center External Support v + 4

Avatar

)
Cancel Unlock Save

Desktop access for this profile has been locked; click the Unlock button [0 réset access.

Viewing the Failed Login Log

Use the Failed Rep Login Log to display information on support representatives who have unsuccessfully attempted
a login. Note that you can use the Locked Support Representatives view to display those who are locked out due to
exceeding the configured number of failed login attempts.

Deskiop |/ Configuration [ Oplions and Tools [ Administer [ Seawity [ Rep Security

Password Fefresh Mumber of Diays Unkil Auto Purge: | 30

Login Security Qv

Lagin Screen Content Actions w

Failed Login Locks [ Timestamp Rep IP Address Action Taken
Tl g/B/2022 221 PM Whitz, Barmy e o oo e Mo

Failed Login Log >
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Configuring Password Complexity, Expiration, and Login Locks for
Customers

If you are not using Microsoft® Windows-based authentication with iSupport, you can use the Customer Security
screen to enable password security options and configure locks to prevent a customer who has exceeded a specified
number of failed login attempts from logging in.

Note that CAPTCHA and multi-factor authentication can be enabled for a mySupport portal via the Login tab in the
mySupport Options configuration screen; see the online help for more information.

Configuring Password Complexity and Expiration
Use the Password tab to enable a Forgot Password link, password expiration after a specified number of days, a

previous password check with a specified number of previous passwords, and minimum password requirements.
You can also force a password reset for all customers.

Enable Password Expiration u Mo

Failed Login Locks Expire Password After 60 days

Failed Login Log

Warn Customer 1 days before expiration
Locked Custormers
Enable Previous Password Check u Mo
MNumber of Previous Passwords 2

Minimum Password Requirements

Minimum Characters

C
At Least One Special Character u Mo

At Least One Numeric Character

At Least One Uppercase Character u Mo

Mo

Mo

At Least One Lowercase Character

Force Password Reset for All Customers

Enable Password Expiration - Select Yes to specify a number of days after which a newly entered login password
will expire. The Password Expiration Warning dialog will display to the customer after every login via the mySupport
portal until the configured time frame has been reached. The expiration timeframe will be based on the last time a
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customer reset their password or the date and time at which the Password Expiration feature was last configured.
Note that expiration warnings will not appear on the mobile client.
L

@ | S L @ Your password wil expire in 1 day.  Reset Password or = Do Mot Show Again = %

Event Calendar Home Knowledge Add

View Training Schedule Tutorial

Welcome to the Staff Support Center

Expire Password After xx Days - Enter the number of days after which a newly entered login password will
expire. The expiration time frame will be based on the last time a customer reset their password or the date and
time at which the Password Expiration feature was last configured.

Warn Customer xx Days Before Expiration - Enter the number of days before the expiration date in which to
display the Password Expiration Warning dialog.

Enable Previous Password Check - Select Yes to compare a customer’s new password with a configured number of
the customer’s previous passwords and prevent use of a matching password.

Username Steve Johnson
Current [ TITTTTT ) I
Password

HNew Password

Re-enter

Password

Number of Previous Passwords - Enter the number of passwords to check against a customer’'s new password.
Minimum Password Requirements

Use the fields in this section to require new passwords to contain at least one special character (not a number or a
letter), numeric character (0-9), uppercase character, and lowercase character, as well as a minimum number of
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characters. If a customer tries to enter a password without the minimum requirements, a message will appear with
the missing requirement.

Username Steve Johnson

Current Password

New Password —

Re-enter Password

Login

Note that configured password requirements will be enforced when you enter a password in the Customer Profile
screen.

Minimum Characters - Enter the minimum number of characters that a customer can use in a newly-entered
password.

At Least One Special Character - Select Yes to require a customer’s newly entered password to contain at last one
special character that is not a number or letter.

At Least One Numeric Character - Select Yes to require a customer's newly entered password to contain at least
one number.

At Least One Uppercase Character - Select Yes to require a customer’s newly entered password to contain at least
one capital letter.

At Least One Lowercase Character - Select Yes to require a customer’s newly entered password to contain at least
one small letter.

Force Password Reset for All Customers - Select this button to, for each customer, display the password reset
dialog the next time the customer logs in and require a new password to be entered.
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Configuring Failed Login Locks

Use the Failed Login Locks tab to configure locks to prevent a customer who has exceeded a specified number of
failed login attempts from logging in. You can set a timed lock, an email lock requiring login via a link in an email, or a
support rep lock which requires an administrator to reset the login lock.

The locks below enable you to prevent a customer who has exceeded a specified number of failed login attempts
Password from attempting another login until the conditions required wo remove the active lock are met.
Failed Login Locks ¥ The three types of locks are ordered when used in combination; if you enable more than one, the number of

agin attempts must be progressively larger starting with the timed lock.
Failed Login Log Timed Lock Enabled u No Reps to Notify
Locked Customers

After | 1 failed login attempts, prevent login for| 2 minute(s).
Stuart Copeland "

* Motifications

Support Reps iSupport Default r . rd
Locked iSupport Default v = I
Customer

Email Lock Enabled u MNo

After| 4 failed login attempts, prevent login and email the customer an

unlock link.

P MNotifications

You can use the Failed Login Log tab to display information on customers who have unsuccessfully attempted a
login, and the Locked Customers tab to display those who are locked out due to exceeding the configured number of
failed login attempts.

You can send notifications for each type of lock; support representatives selected in the Reps to Notify field will be
notified for each notification selected for a lock. These notifications can be customized via the Custom Notifications
screen. The three types of locks are ordered when used in combination; if you enable more than one, the number of
login attempts must be progressively larger starting with the timed lock.

Email and Timed Locks

+ Atimed lock prevents login for a specified period of time (the lock would prevail during that time even if the
correct login were entered).

« A more restrictive email lock displays a message regarding the lock and sends an email to the customer, who
must use the link in the email to reconnect to the login page in order to continue. If the customer doesn't use the
link and logs in directly, the lock would prevail even if the correct login were entered.
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Support Rep Locks

An even more restrictive support rep lock prevents the customer from logging in until a support representative
unlocks his/her customer profile. A configurable message will appear to the customer if the configured number of
failed login attempts has been exceeded.

Username CA

Password

To configure a support rep lock, select Yes in the Support Rep Lock Enabled field, enter the number of failed login

attempts, and select notifications to be sent to the support representative and customer if applicable. You can use
the Support Rep Lockout Content Enabled and Support Rep Lockout Content fields to configure the content of the
message to appear to the customer after the number of failed login attempts has been exceeded.

Support Rep Lock Enabled n Mo

After| 5 failed login attempts, prevent login and require Support Rep action to unlock.

* Motifications
Support Reps iSupport Default r + | 7

Locked Customer iSupport Default r + *

Support Rep Lockout Content Enabled u Mo

Support Rep Lockout Content
VY - -B 7 ULpg-&@80-o-
R | RO

M5 Sans Serif = 2 = Morma - A~

Access s locked. Contact a support representative to reset access.

Support representatives with Customers | Unlock mySupport Access permission can unlock a Customer Profile
in the following ways; both will set the failed login attempt count to zero.

+ Select the Unlock Access option on the Actions menu on the Locked Customers tab or Locked Customers view
on the Desktop.

iSupport Software
Page 20



+ Click the Unlock link that displays in the banner in the Customer Profile screen when a profile is locked.

i

ko

Sawve Sawe and Exit

S w A H B & 5 « »

Print Delete Font Size Couwnters Add to Contacts Open Map Search Previous Mext

File Display Actions Mavigation
mySupport acoe P & has bee ceed; clidk Unlock to reset scoess

First Mame Christine

Last Mame Apple
MW Clear

Email cal@gwi.com

Phone 3680-397-1000
Details Address mySupport History Groups Orthers to Motify Azsets Custom Fields endor Miscellaneo|
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Managing Access to Images

In iSupport entry fields with a toolbar, you can select . Image Upload to upload saved screenshots and other
images. Images are saved in the cSupport_Image_Store database and associated with folders on which group access
restrictions can be enabled.

Go to Options and Tools | Administer | Image Management to delete and restrict access to folders and images
uploaded via the Image Manager.

Add Folder | Insert Image | Edit | Rename |

Delete Folder Accounting Application
I3 Images Emors
Available to Yes
[ Barry_White nsert Image my Support
10 D | Edit ) .

[l CustomerProfileSaesn.g S Restricted to the following groups:

4l LoginDislog.gif Dielete
Excpand Al Name Description
Collaps=s &

Administrators Administrators group oreated during application install.

To only enable certain support representative groups to access the Images folder and/or one or more folders below
it, select the folder and click the Edit link. The following appears; click the Add link to select the group(s) that can
upload to or access the files in the selected folder. Use the Available to mySupport checkbox to enable customers to
view the images in that folder that are included in iSupport records such as incidents, problems, changes, knowledge
entries, etc.

Image Folder Accounting Application Emors

Available to mySupport H Off

Restrict access to the following groups:

Add Remove
Mame = Description
|:| Administrators Administrators group oreated during application install.

Note: In versions prior to Version 14, images added via email processing or uploaded by support representatives via
the toolbar were added to the root of the Images folder; these images were unreferenced by iSupport. (iSupport
started tracking references in Version 14 and added images into applicable folders, including the EmailProcessing
and iSupport_Social_Client folders.) The Maintenance agent in this release searches pre-Version 14 installations for
those images that were unreferenced and added prior to Version 14. Once the agent completes, an asterisk (*) will
appear next to each unreferenced image for deletion if applicable. An email will be sent to support representatives
designated as Administrators if the agent detects more than 100 unreferenced images.

You can delete unreferenced images in a folder and its subfolders by selecting the folder and clicking the Delete
Unreferenced Images link.
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Enabling and Scheduling Agents

Agents perform tasks that are an integral part of iSupport functionality such as sending notifications. Agents run in
the background; to verify that an agent has run, go to Options and Tools | Administer| Event Log. The iSupport Agent
Manager service performs scheduled execution of iSupport agents, and agent intervals start at the time the iSupport
Agent Manager service last ran. Therefore, if you wish for an interval-based agent to run at a certain time, stop and
start the iSupport Agent Manager service at that time. For example, if you set an interval for an agent to 24 hours and
wish to have the agent run at 2 a.m., stop and start the iSupport Agent Manager service at 2 a.m.

The @ iSupport Agent Manager Status icon in the upper right corner of the screen indicates the status of the
iSupport Agent Manager service; it is required to be running for normal operation of iSupport. If the indicator is red,
use the icon next to the indicator to start it or go to Administration Tools | Services on the server that is hosting

iSurﬁrt and start the service.

An =3 Alert will appear above the Desktop Configuration icon when the iSupport Agent service stops. Agent status
is checked when the Desktop loads; it is updated when the agent starts or stops.
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Scheduling and Running Global Agents

Use the Global tab to disable or specify the interval for agents that affect the entire application. You can click the Run
Now button to execute an agent immediately.

Desktop [/ Configuration §/ Options and Tools / Administer [ Agents
iSupport Agent Manager Status: @ D

This agent searches all configuration ftems and service contracks and sends configured

Incident/Change/Purchase event-ralated notifications.
Azsst
Interval 5 minutes ¥ m
Configuration
0 ement
— Alert Agent

This agent evaluates alerts and activakbes them as necessary,

Interval IO minukes ¥ m

Survey Agent

For each ackive survey, this agent will first chedk the dosad incident interval specified in the
Survey Interval field. If the cownt has been reached, the agent will check the day interval
and the date and recipient of the last survey sent. If the number of days that has passed is
greater than or 2qual to the day interval, the survey will be sent to the customer associated
with the desed incident.

Interval 5 minutes v m

Time-Based Rules Agent

This agent monitors pending time-based rules aross all iSupport features and performs
configured actions if conditions in the rules are met.

Enable Yes i) m

Knowledge Entry Review Agent
The Knowledge Entry Review agent sends notifications to reviewers of knowledge entries.

Time Agent Should Run 11:00 PM v
Each Day

Discussion Digest Agent
The Discussion Digest agent sends daily and weskly updates of discussion activity.

Time Agent Should Run 11:00 PM v
Each Day

View Subscription Agent
This agent sends scheduled exports of view data to recipients,

Rep Availability Agent

This agent checks and enforces the routing availzhbility schedule for support representatives.

Interval 5 minutes v m

Preload rep data in m off

server cache prior to
changing availability to
In status

30 rninutes
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Notification Agent Interval - Select the number of minutes in the interval for the Notification agent to search
records and send event notifications configured via the Notifications tab in the Service Contract Basics and CMDB
Types screens. Select Disabled if you do not wish to send these event notifications.

Alert Agent Interval - Alerts are configured to send an email, and/or appear at the top of the Desktop tabs, when a
view field reaches a certain threshold. For example, you could configure an alert to trigger when a certain number of
Emergency priority incidents is reached. Select the number of minutes or hours in the interval for the Alert agent to
run and evaluate configured alerts, or select Daily to run the agent every day at a specified start time.

Survey Agent Interval - For each active survey, the Survey agent will first check the closed incident interval specified
in the Survey Interval field. If the count has been reached, the agent will check the day interval and the date and
recipient of the last survey sent. If the number of days that has passed is greater than or equal to the day interval, the
survey will be sent to the customer associated with the closed incident. Select the number of minutes in the interval
for the survey agent to check survey definitions, or select Daily to run the agent every day at a specified start time.

Time-Based Rules Agent - Time-Based rules incorporate time frames with conditions; when conditions are true
upon save of an associated incident, problem, or change, the date and time that the interval time frame would be
reached is recorded and monitored by this agent. This agent runs every minute. If the conditions required to meet
the rule do not change before the interval time frame is reached, the agent performs the actions specified.

Knowledge Entry Review Agent - Select Yes to enable the Knowledge Entry Review agent to search for entries that
match the date review date specified in a knowledge entry and send a notification to the reviewer. If the iSupport
Default notification is used, a newsletter-style email will be sent; if a custom notification is used, a notification will be
sent for each knowledge entry.

Discussion Digest Agent - Discussion-only feeds on both the Desktop and the mySupport portal include an icon the
header for users to enable a digest email of discussion activity that can be sent daily or weekly; select Yes to enable
the Discussion Digest agent that sends this email. After selecting Yes, select the number of minutes in the interval for
agent to run or select Daily to run the agent every day at a specified start time. The email will list all new posts for the
day or week, including the person submitting the post, the content of the post, and the date and time of the post.

View Subscription Agent - Select Yes to enable the View Subscription agent, which sends scheduled view exports via
email to recipients designated via the View component. This agent runs on a five minute interval.

Rep Availability Agent - Select the number of minutes in the interval for the agent to check and enforce the routing
availability schedule for support representatives. Schedule routing availability via the Routing Availability tab in the
Support Representative Profile screen.

Preload rep data in server cache prior to changing availability to In status - The iSupport Application Pool
Startup agent initializes settings throughout the product in order to improve startup performance. Select On to
enable this agent to monitor the availability schedule of support representatives and preload their settings for the
specified number of minutes prior to any In status change.
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Scheduling and Running Incident, Change, and Purchase Agents

Use the Incident/Change/Purchase tab to schedule the Ticket Scheduling, Change Scheduling, Email Processing,
Followup, Approval Reminder, and Service Contract agents. You can click the Run Now button to execute an agent
immediately.

iSupport Agent Manager Status: @ O

Ticket Scheduling Agent

This agent searches all scheduled tickets and changes the status from scheduled to an open status.

Interval 5 minutes W W

Change Scheduling Agent

This agent searches all scheduled changes and chanpges the stabus from scheduled to an open status.

Interval 5 minuies W W

Email Processing Agent

This agent searches 3 configured email mailbox for new mess=ages. For each message, an incident is
created and fiedds are populated as configured. A customer profile is also created for each new
Custamer.

Interval 5 minutes W W

Followup Agent

The Followup agent sends notifications to assignees of incidents with a status other than Closed and
an expired followup date.

Time Agent Should Run 11:00PM W
Each Day

Approval Reminder Agent

The Approval Reminder agent sends notifications to the approvers specified in the Approval Cycle
screen, basad on specified number of hours after approval request sent.

Interval A0 minutes W

Service Contract Agent

This agent evaluates service contracts and sets them to expired if necessary.

Interval 5minutes W W

Ticket Scheduling Agent Interval - Select the number of minutes in the interval for the Ticket Scheduling agent to
check all scheduled tickets for start dates/times and, if the specified date/time is reached, changes the status from
Scheduled to an open status. Ticket generation times are also checked and tickets are created if the specified time is
reached.

Change Scheduling Agent Interval - Select the number of minutes in the interval for the Change Scheduling agent
to check all scheduled changes for start dates/times and, if the specified date/time is reached, changes the status
from Scheduled to an open status. Change generation times are also checked and change requests are created if the
specified time is reached.

Email Processing Agent Interval - The Email Processing agent creates an incident or updates an existing incident,
problem, purchase, or change for each message, processes defined rules, and creates a customer profile for each
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new customer. Select the number of minutes in the interval for the Email Processing agent to search the email
mailbox for new messages, or select Disabled if you do not wish to use the email-submitted incident feature.

Followup Agent/Time the Followup Agent Should Run Each Day - Select Yes to enable the Followup agent that
checks all incident followup dates. The agent sends email reminders to the incident assignees for each incident with
an expired followup date and a status other than a Closed status. After selecting Yes, use the Time Agent Should Run
Each Day field to select the time the agent should run.

Approval Reminder Agent Interval - Select Yes to enable the Approval Reminder agent that sends notifications to
the approvers specified in the Approval Cycle screen, based on a specified number of hours after the approval
request is sent. After selecting Yes, select the number of minutes in the interval for agent to run or select Daily to run
the agent every day at a specified start time.

Service Contract Agent Interval - Select the number of minutes in the interval for the Service Contract agent to
check all service contracts for counts and/or end dates/times; if the specified total count and/or end date/time is
reached, the status changes to an Expired status. You can select Daily to run the agent every day at a specified start
time.
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Scheduling and Running Asset Agents

Use the following screen to enable or disable agents, or specify the interval for Asset Reminder, Unit Count Tracking,
Scheduled Scan, Auto Asset Create, Asset Import, and License Management agents. You can click the Run Now
button to execute an agent immediately.

Asset Reminder Agent

This agent sends notfications to the individuals specified n the Asset Configuration screen, based on
the specified number of days prior to the warranty or maintenance expiration date.

Time Agent Should Run 1k30PM
Each Day

Asset Unit Count Tracking Agent

This agent sends notifications to the individuals specified in the Asset Type Configuration screen based
on the specified minimum threshold of remaining units.

Time Agent Should Run 1XI0PM W
Each Day

Asset Scheduled Scan and Monitoring Agent

This agent checks scheduled scan definitions, mitiates scans as scheduled, and enables menitoring if
configured in an scheduled sean definition.

Enable u ]

Maonitoring includes device
state change entries in the
database; days to retain
these entries

30

Auto Asset Create from Scheduled Scan Agent

This agent creates an Asset record for each asset scan that is not associated with an asset.

Populate Asset Serial 0S Serial Number w
Number Field using

Default Asset Record Laptop 1 i
Template for Automatic
Asset Creation

License Management Agent

This agent scans all inventory scans and searches for the software titles specified in Software License
Profile records. It compares the actual quantities found against the condition specified in the profiles,
flags the profiles that meet the condition, and updates the profiles with the actual counts.

Time Agent Should Run 12230 AN W
Each Day

Asset Reminder Agent/Time the Asset Reminder Agent Should Run Each Day - The Asset Reminder agent
searches for warranty and maintenance expiration dates. If it is the specified number of days before the warranty or
maintenance expiration date, it will send an email reminder to the individuals specified in the Asset record. Select Yes
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to enable the Asset Reminder agent. After selecting Yes, use the Time Agent Should Run Each Day field to select the
time the agent should run.

Asset Unit Count Tracking Agent - If count tracking is enabled for an asset type and the type is selected in the Asset
screen, a count and low item threshold can be entered for an asset. The count can be decremented via entries in the
Incident, Problem, and Change screens and notifications can be sent to the individuals specified in the Asset Type
Configuration screen when the count reached the specified minimum number of remaining units. Select Yes to
enable the agent to check unit counts and send notifications when the minimum is reached. After selecting Yes, use
the Time Agent Should Run Each Day field to select the time the agent should run.

Asset Scheduled Scan and Monitoring Agent/Monitoring...days to retain these entries - Select Yes to enable the
Asset Scheduled Scan and Monitoring agent that checks scheduled scan definitions, initiates scans according to
schedule, and enables monitoring if configured in a scheduled scan definition. This agent runs every minute.
Network monitoring processing adds device state change entries in the database. Use the Monitoring ...Days to
Retain These Entries field to control database growth by entering the number of days in which these entries should
stay in the database.

Auto Asset Create from Scheduled Scan Agent - Select Yes to enable the Auto Asset Create from Scheduled Scan
agent that creates asset records for each machine involved in a scheduled scan that does not have an association
with an asset record. The agent will run every hour based on the time at which the iSupport Agent Manager service is
started. Asset records will be created using the asset selected in the Auto Asset Create Asset Record Template field as
a template.

Populate Asset Serial Number Field With - Select Yes to populate the Asset Serial Number field with the operating
system serial number when Asset records are created automatically for machines that are involved in scheduled
scans but not associated with an existing record.

Asset Record Template for Automatic Asset Creation - Click this link to select the name of an existing Asset record
to use as a template when the Auto Asset Create from Scheduled Scan agent is run. The record’s asset type will
determine the fields that will appear on the automatically-created record.

License Management Agent/Time the License Management Agent Should Run Each Day - Select Yes to enable
the License Management agent that scans all existing scheduled scans and searches for the software titles specified
in Software License Profile records. It compares the actual quantities found against the condition specified in the
profiles, flags the profiles that meet the condition, and updates the profiles with the actual counts. Notifications are
sent if configured. After selecting Yes, use the Time Agent Should Run Each Day field to select the time the agent
should run.

Scheduling and Running Configuration Management Agents
Use the Configuration Management tab to schedule agents for CMDB notifications and for automatically creating

and synchronizing configuration items based on existing asset, customer, company, and/or support representative
records. You can click the Run Now button to execute an agent immediately.

Configuration Item Reminder Agent

This agent sends notifications to the individuals specified in the Configuration Item soreen,
based on the specified number of days prior to the wamanty, maintenance or lease expiration
date.

Time Agent Should Run 12:00 AM E|
Each Day

Configuration Item Reminder Agent - The Configuration ltem Reminder agent searches for warranty, maintenance,
and lease expiration dates. If it is the specified number of days before the warranty, maintenance, or lease expiration
date, it will send an email reminder to the individuals specified in the Configuration Item record. To run the agent on
an interval basis, select Yes in the Enabled field and then select the time at which the agent should run each day in
the Time Agent Should Run Each Day field.

iSupport Software
Page 29



Agents for Creating Cls Automatically

Configuration Item Auto Create Agent - The Configuration Item Auto Create agent creates Cl records for assets,
customers, customer groups, companies, support representatives, and/or support representative groups that do not
have an association with a Cl record. In each applicable section you'll need to select an existing Cl record to use as a
template for populating the fields on the newly-created Cl.

If you wish to create configuration items automatically on a one-time basis, you can select an existing Cl record to use
as a template and click the Run Now button to run the agent immediately. If you wish to create configuration items

automatically on an interval basis, click the Yes button to enable and schedule the agent by selecting the number of
minutes in the interval for the agent to run. You can select Daily to run the agent every day at a specified start time.

Configuration Item Auto Create Agent

This agent oceates a Configuration tem record for each asset, customer, company, and/or
support representative that is not already associated with a configuration itemn.

Enable u No
Interval 5 minutes E|

Create Configuration Items for Assets/Configuration Item to Use as Template/Map Configuration Item
Templates per Asset Type - This option enables you to create Cl records for each asset that does not have an
association with a Cl record. Click the Configuration Item to Use as Template link to select the name of an existing Cl
record to use as a template for populating fields on newly-created Cls. Note that the CMDB type for the selected ClI
must have Assets enabled in the Associated Items section. The CMDB type, description, and custom and optional
fields on the selected Cl will be included on the Cl records created. The source listed on the Cl will be "Auto Create".
The asset name will be used for the Cl name.

Create Configuration Items for Assets

Default Configuration ltem ‘Workstation Cl
to use as Template

Map Configuration Item Templates per Asset Type

If creating configuration items for multiple asset types, you can click the Map Configuration Item Templates per Asset
Type link to select a configuration item to use as a template for populating fields on records of each asset type.

Use the Run Now button to run the agent immediately on a one-time basis. To create configuration items
automatically for assets on an interval basis, enable the Configuration Item Auto Create Agent and select Yes in the
Enable field in this section.

Create Configuration Items for Customers/Configuration Item to Use as Template - This option enables you to
create Cl records for each customer that does not have an association with a Cl record. Click the Configuration Item
to Use as Template link to select the name of an existing Cl record to use as a template for populating fields on
newly-created Cls. Note that the CMDB type for the selected CI must have Customers enabled in the Associated
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Items section. The CMDB type, description, and custom and optional fields on the selected Cl will be included on the
Clrecords created. The source listed on the Cl will be "Auto Create". The customer name will be used for the Cl name.

Create Configuration Items for Customers

Configuration ltem to use Customer Cl
as a Template

Create Configuration Items for Customer Groups

G

Configuration ltem to use Customer Group Cl
as a Template

Relationship of the Group Includes - Member Of E|
to the Members

Use the Run Now button to run the agent immediately on a one-time basis. To create configuration items
automatically for customers on an interval basis, enable the Configuration Iltem Auto Create Agent and select Yes in
the Enable field in this section.

Create Configuration Items for Customer Groups/Configuration Item to Use as Template/Relationship of the
Group to the Members - This option enables you to create Cl records for each customer group and group member
that does not have an associated Cl. You'll need to select configuration items to be used as templates for populating
fields in the newly-created customer Cls and customer group Cls; the CMDB type for the selected Cls must have
Customer and Customer Group enabled in the Associated Items section. You'll also need to select the relationship of
the group to the group members; this relationship must exist on the Relationships tab in the CMDB type of the
selected Cls. You'll be able to use the relationships in both the Name and Corresponding Name columns on that tab.

Click the Configuration Item to Use as Template link in the Create Configuration Items for Customers section to select
the name of an existing Cl record to use as a template for populating fields on newly-created customer Cls, and then
click the Configuration Item to Use as Template link in this section to select the name of an existing Cl record to use
as a template for populating fields on newly-created customer group Cls. The CMDB type, description, and custom
and optional fields on the selected Cls will be included on the Cl records created. The source listed on the Cl will be
"Auto Create". The customer name will be used for the Cl name on customer Cls, and the customer group name will
be used for the Cl name on customer group Cls.

Use the Run Now button to run the agent immediately on a one-time basis. To create configuration items
automatically for customer groups on an interval basis, enable the Configuration Iltem Auto Create Agent, select Yes
in the Enable field in the Create Configuration Items for Customers section, and select Yes in the Enable field in this
section.

Create Configuration Items for Companies/Configuration Item to Use as Template - This option enables you to
create Cl records for each company that does not have an association with a Cl record. Click the Configuration Item
to Use as Template link to select the name of an existing Cl record to use as a template for populating fields on
newly-created Cls. Note that the CMDB type for the selected CI must have Company enabled in the Associated Items
section. The CMDB type, description, and custom and optional fields on the selected Cl will be included on the Cl
records created. The source listed on the Cl will be "Auto Create". The company name will be used for the Cl name.

Create Configuration Items for Companies

Ceonfiguration Item to use Company Cl
as a Template
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Use the Run Now button to run the agent immediately on a one-time basis. To create configuration items
automatically for companies on an interval basis, enable the Configuration Item Auto Create Agent and select Yes in
the Enable field in this section.

Create Configuration Items for Support Reps/Configuration Item to Use as Template - This option enables you
to create Cl records for each support representative that does not have an association with a Cl record. Click the
Configuration Item to Use as Template link to select the name of an existing Cl record to use as a template for
populating fields on newly-created Cls. Note that the CMDB type for the selected Cl must have Support
Representative enabled in the Associated Items section. The CMDB type, description, and custom and optional fields
on the selected Cl will be included on the Cl records created. The source listed on the Cl will be "Auto Create". The
support representative name will be used for the Cl name.

Use the Run Now button to run the agent immediately on a one-time basis. To create configuration items
automatically for support representatives on an interval basis, enable the Configuration Item Auto Create Agent and
select Yes in the Enable field in this section.

Create Configuration Items for Support Rep Groups/Configuration Item to Use as Template/Relationship of
the Group to the Members - This option enables you to create Cl records for each support representative group and
group member that does not have an associated Cl. You'll need to select configuration items to be used as templates
for populating fields in the newly-created support representative Cls and support representative group Cls; the
CMDB type for the selected Cls must have Support Representative and Support Representative Group enabled in the
Associated Items section. You'll also need to select the relationship of the group to the group members; this
relationship must exist on the Relationships tab in the CMDB type of the selected Cls. You'll be able to use the
relationships in both the Name and Corresponding Name columns on that tab.

Create Configuration Items for Support Reps

Configuration Item to use Support Rep Cl
as a Template

Create Configuration Items for Support Rep Groups

Configuration ltem to use Support Rep Group Cl
as a Template

Relationship of the Group Includes - Member Of El
to the Members

Click the Configuration Item to Use as Template link in the Create Configuration Items for Support Representatives
section to select the name of an existing Cl record to use as a template for populating fields on newly-created
support representative Cls, and then click the Configuration Item to Use as Template link in this section to select the
name of an existing Cl record to use as a template for populating fields on newly-created support representative
group Cls. The CMDB type, description, and custom and optional fields on the selected Cls will be included on the CI
records created. The source listed on the Cl will be "Auto Create". The support representative name will be used for
the Cl name on support representative Cls, and the support representative group name will be used for the Cl name
on support representative group Cls.

Use the Run Now button to run the agent immediately on a one-time basis. To create configuration items
automatically for support representative groups on an interval basis, enable the Configuration Item Auto Create
Agent, select Yes in the Enable field in the Create Configuration Items for Support Representatives section, and select
Yes in the Enable field in this section.

Agents for Synchronizing Relationships for Cls with Customer or Support Representative Groups

Customer Support Rep Group Relationship Synchronization Agent/Sync Relationships for Customer Groups/
Configuration Item to Use as Template for Group Members/Relationship of the Group to the Members - Use
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this option to monitor existing customer group Cls and update any changes in the associated customer groups. For
example, if a customer is added to a customer group, it creates a Cl record for that customer and adds a relationship
to the customer group Cl.

Group Relationship Synchronization Agent

This agent synchronizes relationships for Configuration ltem records that are associated with a customer group or
support representative group.

Enable Yes No

Interwval 5 minutes E|

Sync Relationships for Customer Groups

Configuration ltem to use as a Customer Group Cl
Template
Relationship of the Group to the Includes - Member Of El
Members
¥

Sync Relationships for Support Rep Groups

Configuration ltem to use as a Support Rep Group Cl
Template
Relationship of the Group to the Includes - Member Of E|
Members
Lo

You'll need to specify a Cl to use as a template and a relationship for the newly-created customer Cls; however, note
that:

+ The CMDB type for the configuration item must have customer groups enabled for associated items.

+ The relationship selected for synchronization will not be available for assignment to any other Cl or
group. You may wish to add a relationship to the type of the Cl used as a template for this purpose.

To run the agent immediately on a one-time basis, click the Run Now button in the Create Configuration Items for
Customer Groups section. To run the agent on an interval basis, select Yes in the Enabled field in the Sync
Relationships for Customer Groups section and at the top of the Customer Support Rep Group Relationship
Synchronization Agent section. Then set the agent interval and save. You can select Daily to run the agent every day
at a specified start time.

Sync Relationships for Support Rep Groups/Configuration Item to Use as Template for Group Members/
Relationship of the Group to the Members - Use this option to monitor existing support representative group Cls
and update any changes in the associated support representative groups. For example, if a support representative is
added to a support representative group, it creates a Cl record for that support representative and adds a
relationship to the support representative group Cl. You'll need to specify a Cl to use as a template and a relationship
for the newly-created support representative Cls; however, note that:

The CMDB type for the configuration item must have support representative groups enabled for associated items.

The relationship selected for synchronization will not be available for assignment to any other Cl or group. You may wish to
add a relationship to the type of the Cl used as a template for this purpose.
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To run the agent immediately on a one-time basis, click the Run Now button in the Create Configuration Items for
Support Representative Groups section. To run the agent on an interval basis, select Yes in the Enabled field in the

Sync Relationships for Support Representative Groups section and at the top of the Customer Support Rep Group
Relationship Synchronization Agent section. Then set the agent interval and save.
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Backing Up and Restoring iSupport® Databases

Backing Up iSupport Databases

In order for you to update iSupport or recover data in case of loss, you'll need to back up:

+ The cAsset, cSupport, cSupport_Archive, cSupport_Archive_Change, cSupport_Archive_Problem,
cSupport_Archive_Purchase, cSupport_Bomgar, cSupport_Image_Store, cSupport_Workflow, cSupportReporting,
and cSurvey databases and transaction logs in the SQL data directory for SQL Server 2008, \Program
Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSSQL\Data) or the same named databases using an
equivalent database backup utility.

+ Important: The Web.config file in the directories in which the Rep Desktop, mySupport portal, Mobile Desktop,
and survey functionality are installed (RepClient, UserClient, MobileClient, and SurveyClient by default).

« Important: The Gwi.cSupport.Service.exe.config file in <directory in which the Rep Desktop is installed>\bin\.

+ File of words to be ignored during spell-check in <Desktop install directory>\Configuration\data\en-US-
CustomDictionary.txt.

+ If using RightAnswers, the <Desktop install directory>\Rightanswers\declarations.inc file.

These steps cover the cSupport database backup in SQL Server 2008; to back up the other databases, select the
other database in turn.

To perform the backup operation:

« Ifyou are using the SIMPLE Recovery Model, refer to Method A below.

+ If you using the FULL Recovery Model, refer to Method B below.

There are other methods for backing up the cSupport database which are not discussed here.

Note: For additional parameters and more information on backing up and restoring SQL Server databases, go to
www.microsoft.com.

Method A - Backing Up SQL Server Databases using the SIMPLE Recovery Model

1 Create afolder for the backup file; for example, C:\Program Files\Microsoft SQL
Server\MSSQL\Backup\cSupportBackup. Note: By default backups will be stored in the Backup folder.

2 Open SQL Management Studio. Expand Databases in the Object Explorer pane. Right-click on the cSupport
database and select Tasks | Back Up from the shortcut menu. This will open the Back Up Database dialog box,
with the cSupport database selected as the backup source.

+ Set the Backup Type to FULL.
* Provide a name for this backup set and a description if applicable.

« The Backup Set Will Expire option gives you the choice to set the backup to expire in a specified number of
days, or on a specified date. Setting this to zero (0) days is equivalent to never expires.

+ Choose where the backup will be placed. In most cases, this type of backup will be stored on disk. If a file and
location have already been set in this text area and you do not want to either append to the existing backup
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set or to overwrite it, use the Remove button to eliminate this backup from this backup set. Removing the file
from this list does not delete the actual backup file. Click the Add button to create a new backup file or set.

R:f Microsoft SQL Server Management Studio - =181 %
File Edit Wew Tools Window Community Help
B iewquery | [y | 0y i | 5 B 2 o HL 8L B BB BB R
e BT B ok Uppstabase oot _lojx|
Commect~ | @ m 2] & apag 28 Seript ~ ([ Help
G |
1 [ JB2K32N55V10020 (0L Server 9.0,4060 - GWI|jbyrne e DZ:::Z
[ [ Databases i = Source
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| ] AssetImport _— Recovery model: |5|MF'LE
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3 Use the Select Backup Destination dialog to specify the location for the backup and the name of the backup file.
Be sure to give the file name the BAK extension. Without this extension, you will not see this file in the set of
available backups to restore from later, if necessary. Click OK to save this as the new file and location.

. Select Backup Destination . i[

Select the file or backup device for the backup destination. *v'ou can create
backup devices for frequently uszed files.

Destinations on disk,

& File name;
| SOL ServerMS5EL 1WME5 ALAE ackupheSuppont201 20322, Bak] |

73 Backup dewvice:

| £

0k [ I Cancel |
Y

A

4 Click on Options to open this page. If you are creating a new backup set, the only additional options that you may
want to select would be to Verify Backup When Finished, and Perform Checksum Before Writing to Media.

5 Click the OK button to start the backup. Once completed, follow these same steps for the remaining six cSupport
databases.
Method B - Backing Up SQL Server Databases using the FULL Recovery Model

This method will require that you do two backups. The first will be a full backup of the cSupport database. The
second will be a Transaction Log backup.
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Completing a Full Database Backup

1 Create afolder for the backup file; for example: C:\Program Files\Microsoft SQL
Server\MSSQL\Backup\cSupportBackup.

2 Open SQL Management Studio. Expand Databases in the Object Explorer pane. Right-click on the cSupport
database, and select Tasks | Back Up from the shortcut menu. This will open the Back Up Database dialog box,
with the cSupport database selected as the backup source.

+ Set the Backup Type to FULL. This drop-down list will have two additional options: Differential (not discussed
here) and Transaction Log. You will do a Transaction Log backup after the FULL backup.

« Provide a name for this backup set and description if applicable.

N
1 page % Seript + 4 Help
44 Options
Source
Database: ICSUF‘F‘D“ j
Recoveny model: IF'_'L!_
Backup type: I Full -
L Copy-only Backup Differential
Backup component; Transaction Log
{* Database
" Files and filegroups: I |
Backup set
Mame: IcSuppu:urt-FuII Database Backup
Description: I
Backup seat will expire:
v Ater: ID = days
r— " On: | 3/23/2012 =l
o Destination
JB-ZKBZKBSV1020 Back up to: &+ Disk ) Tape
Connection: C:\Program Files\Microsoft SQL Server'MS5QL10.M550LSERVERWMSSQLM\Ea Add
GWIjbyme
3¢ View connection properties Remaove
S
Ready —_—
1 | 2
QK I Cancel
24

+ The Backup Set Will Expire option gives you the choice to set the backup to expire in a specified number of
days, or on a specified date. Setting this to zero (0) days is equivalent to never expires.

«  Now choose where the backup will be placed. In most cases, this type of backup will be stored on disk. If a file
and location have already been set in this text area and you do not want to either append to the existing
backup set or to overwrite it, use the Remove button to eliminate this backup from this backup set. Removing
the file from this list does not delete the actual backup file. Click the Add button to create a new backup file or
set.
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3 Use the Select Backup Destination dialog to specify the location for the backup and the name of the backup file.
Be sure to give the file name the BAK extension. Without this extension, you will not see this file in the set of
available backups to restore from later, if necessary. Click OK to save this as the new file and location.

Destinations an disk

* File name:

. Select Backup Destination

Select the file or backup device for the backup destination. Y'ou can create
backup devices far frequently uzed files.

" Backup device:

| S0L ServertMS5 0L 1SS 500 B ackuphcSuppont 201 20322 Bak] |

]

] [ I Cancel |
A

X

A

4 Click on Options to open this page. If you are creating a new backup set, the only additional options that you may
want to select would be to Verify Backup When Finished, and Perform Checksum Before Writing to Media.

5 Click the OK button to start the backup. Once completed, follow these same steps for the remaining six cSupport

databases.

Note: The database backup file size may be smaller than the current database file because the backup contains only
the actual data in the database and not empty space.
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Completing a Transaction Log Backup

Once the Full backup of the database has been completed a transaction log backup is done to force any transaction
that has not been written to the database to be committed or saved. Any data contained in the transaction log can be

lost if it has not been committed.

=10 %]

F Restore Database - cSupport '

Selecta page L% Seript = [ Help

=gl General
2% Options

Destination for restare

Select or type the name of a new or exdsting database for your restore operation.

To database:

Ta a poirt in time: II'U'Iust recent possible

=]
]

Source for restore

Specify the source and location of backup sets to restore.

% From database: Iu:Suppu:urt

[zl

i~ From device: I

Select the backup sets to restore:

|

Restars I Name I Companent I Type I Server
v cSupport-Full Database Backup Database Full JB-ZKEZKASY
m v cSupport-Transaction Log Backup Transaction Log =~ JB-ZKE2KESV
Server:
JB-ZKB2KESV1020
Connection:
GWI'jbyme
&4 View connection properties
Ready
<] | i
oK | Cancal |

Follow steps 1 and 2 above, but select the Backup Type of Transaction Log.

2 Asin step 3 above, you will specify the location for the new transaction log backup to be stored. When entering
the necessary data in the Select Backup Destination dialog, give the filename the extension of TRN. This

extension tells SQL that this is a transaction log backup.

3 Follow steps 4 and 5 above to finish.

Restoring cSupport Databases

Restoring a database enables you to utilize a full backup file to recreate the cSupport database. The restored

database will be a copy as it existed when the backup operation completed.

The only difference between restoring a database set with the SIMPLE Recovery model and one that is set to use the
FULL Recovery model is that the FULL Recovery model requires that you restore the database backup first and then
the transaction log backup. You cannot restore a FULL Recovery model database without the transaction log.
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Note: All databases must be online and must have the same iSupport version number.

These steps cover the cSupport database restore; to restore the other databases, substitute the other database

names in the commands. Start by opening the SQL Management Studio application.

1 Right-click on the database that you want to restore, and select Task | Restore | Database. This will open the

Restore Database dialog.

2 The To Database option will show the name of the database you selected.

3 Ifyou just recently performed the database backup, it should now be listed in the Select the Backup Sets to
Restore list. If you do not see the backup files you need, click the From Device radio button and you will be able to

browse to and select the backup file you need.

F Restore Database - cSupport -

=10 x|

Select % Seript ~ [} Help

A Cptions

- Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database:

To a point in time: Il'v'lust recent possible

7]
L

Source for restore

Specify the source and location of backup sets to restore.

* From database: IcSuppl:urt

=]

" From device: I

Select the backup sets to restore:

L

Restore I MName | Componert | Type I Server
v cSupport-Full Database Backup Database Full JB-ZKB2KA5Y
m v cSupport-Transaction Log Backup Transaction Log  JB-ZK82KE5W
Server:
JB-ZKBZKBSV1020
Connection:
GWIhjbyme
2 View connection properties
Ready
1 | i
ok | Cancel |
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4 Click Options to go to the Options page.

A General
% Options

onnechon

Server:
JB-2KE2KESVI020

Connection:

GWIhbyme
4y View connection properties

@ Restore Daabuse-csupport____
a page % Script + [} Help

Ready

Restore options

¥ Owvenarite the existing database (WITH REFLACE)

™ Preserve the replication settings (WITH KEEP_REPLICATION)

[” Prompt before restoring each backup

™ Restrict access to the restored database (WITH RESTRICTED_USER)

Restore the database files as:

Original File Mame | File Type
CProgram Files'Microsoft SQL... Rows Data
C:MProgram Files"Microsoft SQL...  Log

| Restore As |
C:\Program Files'\Microsoft SQL ... _...]
C:Program Files"Microsoft SQIL ... _l

Recovery state

Leave the database ready to use by roling back uncommitted transactions. Additional
transaction logs cannot be restored (RESTORE WITH RECOVER™)

'S

Leave the database non-operational, and do not roll back uncommitted transactions. Additional
transaction logs can be restored (RESTORE WITH NORECOVER™Y)

Leave the database in read-only mode. Undo uncommitted transactions, but save the undo
actions in a standby file so that recovery effects can be reversed (RESTORE WITH STANDEY)

Standby file: I . |

( =\ The Full-Text |Upgrade Option server property controls whether fulltext indexes are imparted,
- rebuilt, or reset.

5 Check the first check box labeled Overwrite the Existing Database (WITH REPLACE).

6 Inthe Restore the Database Files as option is only needed if you are also moving the database files to a new
location, or if you are restoring backups from a different SQL Server.

7 Be sure to select the first radio button labeled Leave the Database Ready to Use by Rolling Back Uncommitted
Transactions. The only reason that you would choose the second option is if you are using a different backup

mode.

8 Click the OK button to start the restore operation. A dialog will appear if the dialog was or was not successful.
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Archiving and Database Maintenance

Use the Options and Tools | Administer | Archiving and Database Maintenance screen to schedule agents that
maintain iSupport databases. iSupport’s Archive feature moves closed work items with a specified Closed status that
are not marked for deletion to archive databases, and purges work items from archive databases. In order for an
item to be archived, a specified number of days must have elapsed past the close date. Note that archived items
cannot be edited, and support representative roles/permissions can apply to archiving activities.

Desktop [ Configuration [ Oplions and Tools [ Administer [ Archiving and Database Maintenance
Database Maintenance Agent

This agent maintains data resulting from incomplets saves, delsted records, ete,

Change
Cormrespondenca Time Agent Should Run Each Day 2130 &M L m
Incident Days of Week Sunday
Monday
Prablem Tussday
Vizdresday
Purchase Thursday
Saturday

Archive Agent
This agent maoves dosed work items and sent correspondence decuments that mest archive criteria to an archive database,

Sunday Enabled Mo

Start Time 12:00 AM il Max Duration 4 Hour(s)
Monday Enablad s m
Tuesday Enabled Mo

Start Time 1200 8M ¥ Max Duration 4 Hour(s)
‘Wednesday Enablad Tes m
Thursday Enabled Mo

Start Time 12:00 AM W Max Duration 4 Hour(s)
Friday Enabled Tes m
Saturday Enabled Mo

Start Time 12:00 AM b Max Duration 4 Hour(s)
Chat Log Purge 90 ddays

Scheduling the Database Maintenance Agent

Schedule the Database Maintenance agent to maintain data resulting from incomplete saves, deleted records, etc.
Select the days of the week and time at which the Database Maintenance agent should run each day.

iSupport Software
Page 42



Setting Time Frame Options for the Archive Agent

Use the settings in the Archive Agent section to set a start time and maximum run duration for each day of the week.
Use the Run Now button to initiate the agent immediately; you will be prompted for a maximum runtime. In the Max
Duration field, enter the amount of time (in hours) at which to terminate the archive agent if it is still running. This
section is useful if you need to run the Archive agent for longer periods of time on weekends, particular days of the
week, or times of lighter workloads.

The Archive agent will do the following:

+ Eligible incidents and sent correspondence not associated with an open work item will be moved to the
cSupport_Archive database. If an incident or change is part of a hierarchy template, the topmost parent in the
hierarchy must meet the archive criteria before any closed work items are archived.

« Eligible changes will be moved to the cSupport_Archive_Change database.
« Eligible problems will be moved to the cSupport_Archive_Problem database.
+ Eligible purchase orders will be moved to the cSupport_Archive_Purchase database.

When a customer request a chat, request details are logged; this log is available through the mySupport Chat
Request view source in the View Designer.You can use the Chat Log Purge field to enter the number of days after
which entries in the chat log will be deleted automatically by the Database Maintenance agent. Note that the Enable
Features tab in the Core Settings | Feature Basics screen includes this field as well.

Setting Archive Options for Work Item Types

For each work item type, use the following fields to enable archiving, specify the status and elapsed amount of time
before of items to archive, eligible for archiving or purging (which permanently deletes items from the applicable
archive database after the specified number of days/years past the archive date).

Deskiop / Configuration [ Oplions and Tools [ Administer [ Archiving and Database Maintenance

Basics Incident
Change Archive Enabled No
Comespondence Elapsed amount of time before a dosed incident is 120 Davs o

mioved from the production database to the

cSupport_Archive database

Problem Statuses to Archive Closed
Closed - FAQ
Purchase

Purge Enabled No

Elapsed amount of time after the closed date before 1
archived incidents are purged from the
cSupport_Archive database

‘fears W

Archive Enabled - Select Yes to enable the Archive Agent to move eligible items from the production database to the
applicable archive database. Items with one of the specified Closed statuses and a closed date that is past the
specified number of days/years will be selected.

Elapsed amount of time before a closed <work item type> or sent correspondence (not associated with an
open incident) is moved from the production database to the cSupport_<work item type> Archive database -
Enter the number of days to pass after the close date until an item with one of the specified Closed statuses is
selected to be moved.

Statuses to Archive - Select one or more of the defined Closed statuses that will determine items eligible for
archiving.
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Purge Enabled/Elapsed amount of time before archived <work item type> are purged from the <applicable
archive database> - Select Yes to permanently delete items from the applicable archive database after the specified
number of days/years past the archive date. In the Elapsed amount of time before archived <work item type> are
purged from the <applicable archive database> field, enter the number of days/years past the archive date in which
to remove items from the applicable archive database.
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Performing Advanced Configuration Tasks via the iSupport
Configuration Utility

The iSupport Configuration Utility is used to perform advanced configuration tasks. It is located in the <directory in
which iSupport is installed>\Utilities folder.

+ Use the fields on the Application tab to select your authentication method for the Desktop and mySupport
portals; iSupport Login is the default method. You can also enable/disable cross-frame scripting headers; to
improve security, cross-frame scripting headers were added to the Rep, Mobile, and mySupport interfaces for
new installs and upgrades. We recommend that you enable cross-frame scripting headers via the Application tab
in the iSupport Configuration Utility after upgrading to v17.5. If you do load the Rep, Mobile, or mySupport
interfaces from within an iFrame or you use the External mySupport Chat feature, you will need to add the site
URLs for the interface (or from which external mySupport chat has been integrated) into the Approved Sites list.

iISupport Configuration Utility (=TT

Application |SSLITLS | Databases |SGL Logins | Logging Management | Cache I Advanced |

iSupport Desktop Settings

e S Y=\ Program Files'iSupport\RepCliert | | Browse |

Support Representative Authentication Method

(®) iSupport Login ) Microsoft® Windows-Based

Cross-Frame Scripting Headers
Enabled

App Pool User Permissions

Wweb Applicah
Useer:,-'.pp ication | | Browse |

| Grant Permission |

iSupport mySupport Settings

User Client Path: |C:\Program Files‘iSupport*\UserCliert | | Browse

Customer Authentication Method
(®) iSupport Login ) Microsoft® Windows-Based

Cross-Frame Scripting Headers
Enabled

iSupport Mobile Desktop Settings

Mobile Client Path: |hitps://>00000000000000X {Hep | | Browse

Cross-Frame Scripting Headers
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If you wish to use SSL (Secure Sockets Layer) or TLS (Transport Layer Security) to encrypt all communications
between your browser and an iSupport site via an HTTPS (the secure version of HTTP) connection, use the
settings on the SSL/TLS tab. Note that IS must be configured and a cert must be applied before making changes

to these settings.

iSupport Configuration Utility = >

Application S5L/TLS Databases SGL Logins  Logging Management Cache Advanced

iSupport Desktop Settings
Rep Client Path: |C:\ngram FilesiSuppaort % RepClient Browse

Rep Desktop LURL: |I-rttps:f,f:-c:-c:-c>c:-c:-c:-c:-c:-c:-c:-c:-c:-c:-c:-::-cx fRep

Securty Protocol Type
®TLS12 () Windows Default

Rep Desktop Communications Protocaol

QO HTTP @ HTTPS

iSupport Mobile Desktop Settings
Maobile Client Path: |C:\F‘mgram Files*iSupport*Mobile RepClient Browse

Rep Desktop URL: |I'¢tps:ffHHHHH?HHHHHHHHHHx /Rep

Securty Protocol Type
® TLS 1.2 () Wwindows Default

Rep Desktop Communications Protocaol

QOHTTP @ HTTPS

iSupport mySupport Settings
Uger Cliert Path: |C:\ngram FilesiSupportt.UserClient Browse

mySuppart LIRL: |I'rrt|:|s:,-’,f:-c:-c:-c:-c:-c:-c wrEmEEnnEy Sser

Security Protocol Tyvpe
®TLS1.2 () windows Default

mySupport Communications Protocol
() HTTP i®) HTTPS

Rep Desktop URL: |I-rrtps:ffHHHH:-::-HHHHHHHHHHx /Rep

Rep Desktop Communications Protocol
() HTTP ® HTTPS
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Use the fields on the Databases tab to modify the SQL database, database server, and SQL login to the iSupport
databases. The installation process initially populates these fields. Use the Repair button in the Full Text Index

field under direction of iSupport Technical Support.

iSupport Configuration Utility I;li-

| Application I S5L/TLS | Databases |SQL Logins | Logging Management | Cache |

iSupport Database

iISupport requires Windows Authentication for SQL server access.

Database Server: |J5H |

Database: |,3 Support |

Authentication:

(@ Windows Authentication
(Warsions pnor to 6.0)

ser Mame:
Password:
fvores
Full Text Index

Run the repair FTI script to fix broken or missing FTI

You can use the SQL Logins tab to create and set the proper db_owner permissions on the iSupport databases
for the selected users in SQL. This requires SA access to the databases.

iSupport Configuration Utility \;‘i-

| Application | S5L/TLS I Databases | SGL Logins | Logging Management |

iSupport Database

Database Server: |gq|5E:r\,|'Er |

web Application User: | || Browse |

Services User: | | Browse |
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* You can use the Logging Management tab in the iSupport Configuration Utility to change variables to enable or
disable logging to the SQL database on which iSupport is installed and the Windows Event Viewer, and specify
the types of messages that are logged.

| Application | SSL/ TLS | Databases | SQL Logins | Logging Management | Cache

Logging Management Sections
1Support Folder: |C:\F‘mglﬁm Files“iSupport | Browse
Module Name Enabled Publishers

Edit iSuppart Desktop Yes 4
Edit iSupport Service Yes 4
Edit iSuppart DesktopClient Yes 3
Edit iSupport Update Yes 4
Edit iSuppart My Support Yes 4
Edit iSuppart My SupportClient es 3
Edit iSupport Mobile es 4
Edit iSuppart MobileClient es 3

« The settings on the Cache tab are used when troubleshooting performance issues and display of categories,
charts, custom fields, etc.

| Application | S5L/TLS | Databases | SQL Logins | Logging Management | Cache I_
iSupport Cache Settings
Rep Cliert Path: [C:\Program Files\iSupport\RepCiient || Browse |

Category Cache
(® Enable (_) Disable

Chart Cache
(® Enable (_) Disable

Custom Field Cache
(®) Enable () Dizable

Rules Cache
() Enable (® Disable

Support Representative Cache
(®) Enable (_) Disable
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* Miscellaneous settings are included on the Advanced tab; all should be changed only under direction from
iSupport Technical Support.

| Application | S5L/TLS I Databases | 50L Logins | Logging Management | Cadﬂe| Advanced

Adanced Settings

Rep Client Path:  |C:\Program Files'iSupport\RepClient || Browse |
Followup Agent

Send Email Court: |100 |
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Managing Your iSupport License

Use the Options and Tools| Administer | iSupport License Management screen to administer the license for your
iSupport application. Note that there are three types of licenses: production, test, and backup. If your server is
connected to the Internet, it will automatically validate your software and server configuration. If you are not
connected to the Internet, you will be prompted for serial numbers and activation codes. These can be obtained by
contacting iSupport Software Technical Support at 360.397.1099 or support@iSupport.com.

License Details

Organization Mame iSupport Software Inc

Serial Number ot T D T a0,
Server Profile Code o o D T,

Edition Semnvice Desk

Mainfenance 41112018
Expiration Date

Rep Licenses Unlimited
Allowed

Deactivation Codes

License Actions

Click the Update License button to validate your current
[Support Beense, and update it if applicabls.

Update Licenss

Click the Use Testing License button to switch to your testing

Use Testing License
eSS

. Click the Use Backup License bution to switch to your backu

Use Backup License R ! ye F
CEnss

X E Click the Deactivate License button to deactivate your iSupport

Dezctivate Licenzse T T ¥e PR

cense on the server on which iSupport is installed.

Show Cffline Actions

In the License Actions section:

+ Use the Update License button to perform an immediate check to ensure that the software is running on the
latest license parameters. The iSupport Installation will contact iSupport Software and acquire relevant
information. This is typically done after purchasing additional iSupport support representative logins; you can
use the additional logins after clicking this button to update your current license.

+ Use the Use Testing License button to convert your installation license from a production license to a limited
test license. This is typically done before installing iSupport onto a test server. After clicking this button, the
button changes to Use Production License so you can convert the limited test license back to a production
license.

+ Click the Use Backup License button if you are using a disaster recovery or standby system. This is typically used
for installation of iSupport onto a backup server.

+ Use the Deactivate License button if the server is connected to the Internet and you are about to:
+ Uninstall iSupport
+ Decommission the server on which iSupport is installed

+ Make any changes to the server that will affect server profile code (for example, upgrading memory,
increasing the number of processors, adding a new hard drive, swapping to a new hosting hard drive on a
virtual server, or reinstalling iSupport onto a different server)
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Your iSupport license is associated with the server that runs the iSupport application, so it is very important to
deactivate the license before making changes to server. If you do not deactivate, your license will become
invalid.

After clicking this button, it will change to Activate License; after making the server changes, you can click the
Activate License button to use your production license.

Use the Show Offline Actions button if the server not connected to the Internet. It will enable you to enter a
serial number for using a new license by or enter codes for activating or updating your license.

License Actions

To update your Beense, enter the update code and click the Update License button.

Update Code: - - - -

Update License

Deactivate License Click the Deactivate Licensa button to deactvate your

‘Support Beense on the senver on which iSupport is installed.

Show Online Actions
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Enabling iSupport Updates

The iSupport Update agent performs a scheduled check for Feature Release and Hotfix updates to iSupport and
notifies support representatives designated as Maintenance Administrators via email and a Desktop dialog when a
Feature Release update is available. Use the Options and Tools | Administer | iSupport Update screen to enable and
schedule this agent, enable automatic installation of Hotfix updates, schedule and install any available Hotfix and
Feature Release updates, and configure the page that will appear when someone tries to access iSupport while an
update is occurring.

Desktop / Configuration / Options and Tools / Admirister / iSupport Update <

iSupport Update Agent

This agent perfarns & scheduled check for iSupport updates. An intermnet connection is required for this agent; use the Check Now button to

test your connection. Maintenance administrators will be notified, via email and a Desktop dialog, when a Festure Release updste is svailable
or when Automatic Hotfoe Installstion is not enabled and & Hotfoo updste is available. When updates are installed, iSupport will be unavailable

for seversl minutes. Any active iSupport sessions will be dropped when the update begins.

Time Agent Should Run Each Day 12:00 AM v
Automatic Hotfix Installation Enabled u Mo

iSupport Hotfix Update Available

Current Version 15.0.4.0

Hotfix Version 15.0.4.1

iS-I..IPFIDI't Feature Release UpdﬂtE Available

Current Version 15.0.4.0

Feature Release Wersion 15.1.0.0

Update in Progress Page

Page Title Support is Down for Maintenanca

Page Content
Vma Q- BJ U -&5§Q-o-

e = = = == sk= 3= 11— E— - N
E.‘lﬁ: = ::.Trl-:_.' = R I— Segoe * 2w Morma - A -

The iSupport website is undergoing routine maintenance.
We apologize for any inconvenience.

Select Yes in the Enabled field to enable an automatic search for Feature Release and Hotfix updates, and then select
the time at which the agent should run each day. You can click the Check Now button to immediately perform a one-
time search for an available Feature Release or Hotfix update; if found, the iSupport Hotfix Update Available and/or
iSupport Feature Release Update Available sections will appear with the version numbers, a button to install the
update immediately, and a button to display a dialog for scheduling the update installation.

The Automatic Hotfix Installation Enabled field will appear if the iSupport Update Agent is enabled; select Yes to
automatically install any available Hotfix update. If you select No in this field, support representatives designated as
Maintenance Administrators will be notified via email and a Desktop dialog when a hotfix is available.
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Note that any active iSupport sessions will be dropped when the update begins, iSupport will be unavailable for
several minutes while updates are installed. Use the Page Title and Page Content fields to configure the page that will
appear when someone tries to access iSupport while the update is occurring.
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Viewing the Event Log

Use the Event Log screen to view Event Log entries that reflect application errors and messages and the date and
time that iSupport agents run. You can also use the Event Log Desktop view or build a custom view using the Config -
Event Log data source in the View Designer.

Refrash
Mumber of Days Until Auto Purge: 3
Event Lag Type: '@ Database Windows fumber of Day til Auto Purg
B View Tour '('\ \/
Actions w
- - Event
Date and Time . ype Source ID Entry
47772018 1130 P Emror Support Agent 20 Unzble to connect to the directory server defined by the LDAP Definition: LDAP Emror details -
Service Systern_DirectonyServices Protocols LdapException Oooumred
47,2010 11:31 PM Error iSupport Agent 20 Unable to connect to the directory server defined by the LDAP Definition: LDAP Emor details
Service Systern.DirectonyServices Protocols LdapException Ocoumed.

Informational messages and warnings from iSupport services, the Desktop, and mySupport portal are logged by
default to a database table. You can specify logging to occur in the Windows Event Log instead by changing variables
in the LoggingManagement section in the web.config file; see “Specifying Logging Locations” on page 57 for more
information.

Use the Event Log Type field to display entries in the database table or entries in the Windows Event Log. You can
use the Number of Days Until Auto Purge field to specify a number of days after which entries will be deleted
automatically by the Database Maintenance agent.

In the event the database logging provider fails to write an event to the database, the event and an additional event
for the failure will be written to the iSupport Windows Event Log. If that fails, it will write to the Windows Application
Log.

Database Logging Options

The Database option enables you to perform a search; use the Search field to perform a literal (but not case-
sensitive) search for a character string within all data displayed in the current view. To perform a simple search, place
the cursor in the Search field, enter the character string, and select @, Quick Search. You can search for an incident
number in an incident view, even if it doesn't exist in a displayed column.

Select T Advanced Search to set criteria for filtering data in a chart. Use the Match <All/Any> field to specify whether
you want every <field> <comparison method> <value> search condition to be met, or any configured condition to be
met. Use the ) Add Condition and '=/ Remove Condition options to display and remove a <field> <comparison
method> <value> search condition. Select 2 Add Condition if you wish to include another condition. You can use the
Add Condition Group "2 icon to put a set of search conditions to be evaluated together in a group. Click the Save
button to enter a name for the search and save it. ® Saved Searches will display; hover over it to display saved
searches.

Use the Action dropdown menu to open and export records and clear the event log. Use the # Add to Quick
Access Toolbar option to add icons to the top of a view. You can drag icons to change the order. The view action will
remain on the Actions menu with a pin icon for removal from the quick access toolbar.

You can export view data in Microsoft® Excel (*.xlIs) format, Microsoft® Word (*.doc) format, Portable Document
Format (*.pdf), or Comma Separated Value Format (*.csv). Comma Separated Value Format is usable with Microsoft
Excel and other third party tools. Use the Export option on the Actions menu to export the data represented in the
right frame; you'll be able to export all records at once, the current page, or a range of pages, all based on your
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current view, search, and sorting criteria. If you click on the date/time link of an entry, the entry will appear in a

window for viewing, printing, or sending in an email.

Time: 4/11/2018 3:12:18 PM
Type: Emor

Source: iSupport Agent Service
Event I0: 20

Message:

Ermror details:
E -

ystem. Directory Services. Protocols. LdapException Occumed.

Unable to connect to the directory server defined by the LDAP Definition: LOAP

m

Click the Email link to send the entry in an email. Change the To address, From address, or subject line in the Email

Information dialog if applicable. Once you click OK, the email is sent.

To: supporti@iSupport. com

The Source in the Event Log screen indicates the module in which the entry originated; entries include End User,
Survey, Desktop, or iSupport Agent Service (which handles all of the iSupport agents).

The Event ID indicates the agent causing the error or informational message. Event IDs and corresponding agents
are listed below:

Event

ID Agent Agent Description

0 Configuration Agent Updates Mobile Desktop and configuration settings from the iSupport
database.

1 AD Synchronization Agent Updates the records in iSupport Customer Profiles with the
information in Active Directory®.

2 Archive Agent Moves closed incidents and sent correspondence documents that
meet archive criteria to an archive data set.

3 Auto Asset Create from Creates asset records for each machine involved in an inventory scan

Inventory Scan Agent that does not have an association with an asset record.

4 Asset Reminder Agent Searches for warranty and maintenance expiration dates; if it is the
specified number of days before the warranty or maintenance
expiration date, sends an email reminder to the individuals specified
in the Asset Configuration screen.

5 Asset Inventory Scan Agent Checks inventory scan definitions and initiates scans according to
schedule.

6 Domino Synchronization Agent | Performs a scheduled one-way synchronization between a specified
IBM Lotus®/Domino™ Directory (previously termed “NAB”) and the
iSupport customer table.

7 Email Processing Agent + Creates or updates an incident for each message.

* Processes defined rules.

+ Creates a customer profile for each new customer.
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Event
ID

Agent

Agent Description

8 Followup Reminder Agent Checks all incident followup dates; sends email reminders to the
incident assignees for all incidents with an expired followup date and
a status other than Closed.
9 Database Maintenance Agent Maintains data resulting from incomplete saves, deleted records, etc.
10 Memory Management Agent Runs once every 24 hours; cleans up unused memory that is allocated
but not properly reclaimed by the OS. This is/was due to a memory
leak in the early 1.1x framework for service based applications.
11 Microsoft® CRM Updates the records in iSupport Customer Profiles with the
Synchronization Agent information in Microsoft® CRM.

12 Notification Agent Sends problem and purchasing notifications.

13 Remote Database Performs a scheduled one-way synchronization between a specified
Synchronization Agent Microsoft SQL Server database and the iSupport Customers table.

14 SLA Agent Searches open incidents, escalates those that have passed escalation
time limits, and sends SLA-related notifications.

15 Statistics Agent Runs every 5 minutes; updates open incident statistics.

16 Ticket Scheduling Agent Checks all scheduled tickets for start dates/times and, if the specified
date/time is reached, changes the status from Scheduled to an open
status. Ticket generation times are also checked and tickets are
created if the specified time is reached.

17 Approval Workflow Agent Hosts the Approval Workflow Engine for incident and change
approval functionality.

18 Asset Import Agent Performs a scheduled one-way synchronization between a specified
Microsoft SQL Server database and the iSupport Assets table.

19 License Management Agent Checks all existing inventory scans and searches for the software
titles specified in Software License Profile records. It compares the
actual quantities found against the condition specified in the profiles,
flags the profiles that do not meet the condition, and updates the
profiles with the actual counts. Notifications are sent if configured.

20 LdapSyncAgent Updates the records in iSupport Customer Profiles with the
information in an LDAP source.

21 Alert Agent Evaluates alerts and activates them as necessary. Alerts are
configured to send an email, and/or appear at the top of the Desktop
tabs, when a view field reaches a certain threshold.

22 Service Contract Agent Evaluates service contracts and sets them to expired if necessary.

23 Configuration Item Reminder Sends notifications to specified individuals, based on the specified

Agent number of days prior to the warranty or maintenance expiration
date.

24 Configuration Item Auto Create | Creates a Configuration Item record for each asset, customer,

Agent company, and/or support representative that is not already
associated with a configuration item.

25 Configuration Item Import Performs a scheduled one-way synchronization between a specified

Agent Microsoft SQL Server database and the iSupport CMDB table.

26 Change Scheduling Agent Searches all scheduled changes and changes the status from
scheduled to an open status.

27 Configuration Item Group Sync | This agent synchronizes relationships for Configuration Item records

Agent

that are associated with a customer group or support representative
group.
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Event
ID Agent Agent Description

100 Service Events Occurs when the agent manager service starts.

Specifying Logging Locations

Informational messages, errors, and warnings from iSupport services and the Desktop and mySupport databases are
logged by default to a database table instead of the Windows Event Log. The LoggingManagement section in the
web.config file contains logging settings for the iSupportDesktop module statement, which logs messages for
functionality such as sending correspondence, and for the iSupportService module statement, which logs messages
for agent-controlled functionality such as notifications, asset inventory scans, archiving, and data source integration.

You can use the iSupport Configuration Utility to change variables to enable or disable logging to the SQL database
on which iSupport is installed and the Windows Event Viewer, and specify the types of messages that are logged. The
iSupport Configuration Utility is located in the <directory in which iSupport is installed>\Utilities folder; on the Logging
Management tab, click the Edit link next to the module in which you would like to configure logging.

iSupport Configuration Utility -[ox ]
| Application | SSL/ TLS | Databases | SGL Logins | Logging Management | Cache
Logging Management Sections
iSupport Folder: |C:\F‘rog|am Files“iSupport | Browse
Maodule Mame Enabled Publishers
Edit iSupport Desktop fes 4
Edit iSuppart Service es 4
Edit iSupport DesktopClient Yes 3
Edit iSuppart Update Yes 4
Edit iSuppart My Support Yes 4
Edit iSuppart My SupportClient Yes 3
Edit iSuppart Mobile es 4
Edit iSupport MobileClient fes 3
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In the Publishers section, use the checkboxes to enable or disable the type of logging. Click Save and OK when

finished.
iISupport Configuration Utility I;li-

| Application | SSL / TLS | Databases | SQL Logins | Loaging Management | Cache
Logging Management Sections

iSupport Folder: |C:"-.Pn:ug|am Files"i Support | Browse |

Module: |fSu|:u|:u:urt Desktop |

Enabled: ® Yes ) No
Publishers

Tvpe Enabled Informational Waming Emor Debug  AgentDis
0 O

Windows Event .. L] L]
Email O O] ] L] []
Feedback |:| |:| D |:|

See the next section for information on configuring an email to be sent when informational messages, errors, and/or
warnings from the iSupport services and Desktop and mySupport portal are logged (a new entry has been
generated). If you wish to send view contents in an email on a scheduled basis regardless of any entries in the view,
configure a view subscription for an Event Log view in the Desktop View component.

Note: In the event the database logging provider fails to write an event to the database, an entry for the event and an
additional entry for the failure event will be written to the iSupport Windows Event Log. If that fails, it will write to the
Windows Application Log.

It's important to check the size of the Microsoft Windows Event Viewer and increase it if necessary. If an error
appears on the server indicating that the event log is full, go the Microsoft Windows Event Viewer, right-click on
cSupport, and select Properties. In the cSupport Properties dialog, make adjustments in the fields in the Log Size
section and specify the action to take when the maximum log size is reached.

Setting Up Log Entry Notifications

You can configure an email to be sent when informational messages, errors, and/or warnings from the iSupport
services, Desktop, and mySupport portal are logged. (For example, you could enable an email to be sent whenever an
error occurs during an asset inventory scan.) The message will be included in the body of the email.

To configure the email to be sent, you'll need to enable the event via the Access Utility and change variables in the
LoggingManagement section in the web.config file in the directories in which the Desktop and mySupport
functionality are installed (Rep and User by default).

Replace the variables in bold below:

emailToAddress="example@example.com"

emailSubject="Desktop/iSupport Service" (Note that a different variable may be included depending on the web.config
you are editing.)

emailPriority="High" />

+ The emailSubject, includeServerNamelnSubject, and includeFirstLinelnSubject variables affect the subject line of
the email. By default all are enabled, separated by colons - the server is listed first, then the emailSubject
variable, and then the first line of the log entry. An example is shown below:

LBL-00: Desktop: System.Web.Ul.ViewStateException Occurred

+ Change the emailSubject="Desktop/iSupport Service" variable if you wish to enter custom text for the
subject line.
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+ Change the includeServerNamelnSubject="true" variable to "false" if you wish to omit the server name
from the subject line of the email.

« Change the includeFirstLinelnSubject="true" variable to "false" if you wish to omit the first line of the log
entry from the subject line of the email.

Enter applicable email addresses for the emailToAddress variable. You can include multiple email addresses;
separate each with a comma.

Change emailPriority="High" to reflect the priority at which the email should be sent.

If you wish to send the email through a different email provider than what is specified in your default outbound

mail settings, add a publisher element to the logging management section of the web.config file in the Desktop is
installed (Rep by default):

<module name="iSupportDesktop" mode="on">

For rep desktop logging, add the following and replace the variables in bold:

<publisher mode="on" assembly="GWICommon" type="Gwi.LoggingManagement.SmtpEmailPublisher"
smtpServer="mailserver" emailFromAddress="fromAddress" emailToAddress="toAddress"
emailSubject="iSupport Desktop" includeServerNamelnSubject="true" includeFirstLinelnSubject="true"
supportedLoglLevels="*" emailPriority="high" />

</module>

<module name="iSupportService" mode="on">

For iSupport Agent logging, add the following and replace the variables in bold:

<publisher mode="on" assembly="GWICommon" type="Gwi.LoggingManagement.SmtpEmailPublisher"
smtpServer="mailserver" emailFromAddress="fromAddress" emailToAddress="toAddress"
emailSubject="iSupport Desktop" includeServerNamelnSubject="true" includeFirstLinelnSubject="true"
supportedLoglLevels="*" emailPriority="high" />

</module>

</loggingManagement>

Troubleshooting

If entries are not included in the log or email is not sent, exception messages (including the original message) are
written to the Application log in the Microsoft® Windows Event Viewer. On the server, check the Microsoft Windows
Event Viewer by selecting Start | Programs | Administrative Tools | Event Viewer | Application.
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Generating iSupport Environment Reports

Use the Options and Tools | Administer | iSupport Environment feature to compile a printable summary of
configuration settings and information on the server on which the report is run. Click the Create link and complete
the following fields and then click the Create button.

Report Title April Configuration Report

Report Comments This report documents current configuration settings.

Report Title - Enter a title to be included in the Report Title field in the Report Information section at the top of the
report.

Report Comments - Enter text to be included in the Comments field in the Report Information section at the top of
the report.

You'll be able to print or email the report after it is generated.
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Performance Best Practices and Recommendations

The response time you experience is dependent on hundreds, if not thousands, of many very small factors that can
compound and cumulatively impact the perception of performance.

Here's how it works behind the scenes. Starting with your local computer, factors include speed and memory, other
software running, and security and virus programs monitoring the system to make you safe. The data then exits
through your network connection, wired or wirelessly through a switch or collection of switches (usually through a
router), and then through some more switches onto the server which is hosting the Microsoft Internet Information
Services (IIS) where the iSupport web presence resides.

All of that might be wrapped in a protective Secured Sockets Layer (SSL) which must be encrypted and decrypted
with authentication checked. The IIS server may be dedicated to iSupport, or it may also serve other programs and
applications...each vying for processor time and memory allocation. That server might be a virtual server that is
residing on a virtual host whose processors are supporting not only the virtualizing software, but all the other
processor and memory demands of the systems it hosts. The iSupport web code then authenticates and
communicates with the collection of iSupport databases stored on the Microsoft SQL server. This SQL server also
resides on a Windows server; it could be co-located with the IIS server, dedicated, or otherwise hosted or virtualized.

Configuration choices also come into play. After authentication, numerous items are checked: support representative
permissions, customer and their other requests, customer's group, company, service contract, custom fields,
selected category and any associated custom fields, conditional custom fields, priority, urgency, and impact. Rules
are evaluated and applied. Individual data variations are considered, compared, looked up, and analyzed every
time...and the data is then persisted. The process then repeats, in reverse, back to your local computer where the
HTML web page and its containing data is then extracted and presented by the browser which is monitoring content
and checking it for external suggested content. We are touching on some of the highlights here; the set of processes
in your environment may vary.

Typically each program, application, and website has its own unique set of challenges...and even though many of the
factors are the same, there is rarely a fair comparison between two products, applications, services, etc. Ultimately
it's always matter of trade-offs: the power and dedication of the computing environment, security standards,
network traffic, local computer, iSupport configuration selections, etc. All of these choices and more cumulatively
impact perceived performance and must be considered to find the right balance for your environment.

The following recommendations from our Technical Support department can help to increase performance in your
environment.

Environment

« Use the most current version of iSupport as we are constantly working to improve performance.

+ Co-locate the iSupport Web Server (IIS) and the SQL Server on the same server; the key reason for this is so that
you can use local accounts for your iSupport application pool account and your iSupport service account. This
will minimize network traffic and load on your Active Directory servers, and may improve security as the
credentials are only valid on the server.

+ Verify that the following are set in the Advanced Settings for the iSupport application pool:
+ Process Model
« Idle-Timeout (minutes) - 0

+  Maximum Worker Process - 1
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+ Match the following for the Recycling settings:

4 Recycling

Disable Overlapped Recycle
Disable Recycling for Configuration Change False
[+ Generate Recycle Event Log Entry

Private Memory Limit (KB) ]

Regular Time Interval (minutes) li]

Request Limit 0
[ Specific Times TimeSpan[] Array

Virtual Memory Limit (KB) ] >
Name

[name] The application pool name is the unigque identifier for the application pool.

False

oK

Cancel

Disable the Enable 32-Bit Applications setting for the application pool associated with iSupport.

Use a dedicated server for iSupport rather than a virtual machine. If you must run on a virtual machine
environment, the memory must be allocated and reserved (not configured to be used on demand). Do not rely
on recommendations from optimization utilities.

Enable instant file initialization. In the Security Policies Windows component (from Run, type secpol.msc), open
Local Policies - User Rights Assignment and edit the Perform Volume Maintenance Tasks properties.

Th Security Settings

I
A

i

4, Account Policies

4, Local Policies

[ Audit Policy

4, User Rights Assignment

e

4, Security Options

[

~ | Windows Firewall with Advanced Seci
| Metwork List Manager Policies

| Public Key Policies

| Software Restriction Policies

| Application Control Policies
g IP Security Policies on Local Compute

| Advanced Audit Policy Configuration

F

Policy Security Setting

1| Deny log on as a service

s Deny log on locally

L Dreny log on through Remote Desktop Services

lis] Enable computer and user accounts to be trusted for delega...

Administrators

LOCAL SERVICE METWO...
LOCAL SERVICE METWO...
Users, Window Manager...
Administrators

Administrators

lis] Force shutdown from a remote system
lis] Generate security audits

lis] Impersonate a client after authentication
lis Increase a process working set

lis Increase scheduling priority

17 Load and unload device drivers

1y Lock pages in memary

ls Log on as a batch job Administrators, Backup ..
S0L5erver20055CLErow...

Administrators

1y Log on as a service

ls| Manage auditing and security log
lis] Modify an object label

l2s| Medify firmware environment values Adrninistrators

| Perform volume maintenance tasks Administrators

liis| Profile single process Adrninistrators
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Add your SQL service, iSupport service, and iSupport application pool accounts to this policy (unless you SQL
account is already part of a group that has access to it). If you are not sure of your account, verify it by going to
SQL Server Configuration Manager and check the Log On As column.

SUT STTVET CUTTIUUT g o IWTdrTaygeT

Mame State Start Mode Log On As

ﬁSQL Full-text Filter Daemon Launcher (M5SQLSERVER) Running Manual MT Service\MS50LFDLauncher
S0L Server (MS50LSERVER) Running MT Service\MSSOLSERVER

SCL Server Reporting Services (MSSCQLSERVER) Running Automatic MT Service\ReportServer

ﬁ S0L Server Browser Stopped Other (Boot, Syste..  NT AUTHORITYALOCALSERVICE

& SOL Server Agent (MSSOLSERVER) Stopped Manual MT Service\ SOLSERVERAGENT

+ Tune the automatic growth of the log files via the properties of the cSupport database. For databases under 1GB,
set it to between 20MB and 100MB. For databases in the GB sizes, set it to between 500MB and 1GB. Create only

one transaction log file.

[ patabase Properties - cSu
pa 28 Seipt - [ Help

% Generdl

%4 Files

B Flegoups Database name: ICSUDpDI‘l

2 Options Owner: [Gwiin

_’@' Change Tracking

[ Pemissions ¥ | Use fulltext indesing

1 Bdended Properties

125 Mimoring Database files:

% Transaction Log Shipping Logical Name File Type I Filegroup I Inttial Size (MB) I Autogrowth Path
cSupport Rows ... PRIMARY 550 By 512 MB, unrestricted growth _I C:Program Files“\Microsoft SGL
cSupport_log Log Mot Applicable & By 10 percent, restricted growth t... _I C:\Program Files"Microsoft SGL

+ Use at least three hard drives: one for the operating system, one for your MDF files, and one for your LDF files.
(The Temp database should not be on an operating system drive.) Your Temp tables and databases should be
pointing to the locations of the MDF and LDF files (which are the storage/log files of your SQL databases). A fast
drive (for example, an SSD drive) is preferable for the Temp and cSupport databases. Network drives are not
recommended.

* Include more than one processor on the machine; four is desired. Provide enough memory and processor power
to handle the load. As a rule of thumb, use the sum of the size of all of your iSupport databases plus another 8-
16 GB of ram for your operating system and IIS. Take into consideration how fast your databases are growing as
well; for example, if you have had iSupport for four years and the size of your iSupport databases is currently
40GB, it averages to approximately 10GB per year. The recommended maximum SQL memory size would be
50GB, and when you add memory for the operating system the final system recommendation would be 64GB of

memory.

+ Setthe attributes for maximum server memory (in MB) on the SQL Server. (This value should be at least 4GB less
than maximum operating system memory; for example, if your server has 32GB of physical memory, you would
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set this attribute to 28GB. The reason for this is that SQL will consume all available memory, so we are reserving
the minimum memory required for the operating system to continue functioning.

Selectapage 5 Scrpt + Y Help
¥ General
27 Memory
A Processors Server memory options

A Securty r~

— Use AWE to allocate memony
%4 Connections

44 Database Settings

2 Advanced Minimum server memory in MB):
%" Pemissions

D e
Maximum server memaory (n MB):

28000 -

If your databases are in full mode, ensure that full backups (databases and transaction logs) are performed daily
and transaction logs are backed up every 15 minutes. Use SQL Management Studio jobs to back up your
database in addition to your third party applications to ensure that the logs are committed and shrunk.

ISupport Application Usage

Global searches can be taxing and inefficient when searching databases; search views instead. Try to avoid views
that have large amounts of custom fields.

The asset scanning process can be taxing, so run asset scans after hours or during periods of down time.

Be efficient with your use of rules and rule groups. One well-written rule is better than many singular valuation/
action rules; try to keep the number of rules in a rule group to 8-12.

Analyze your use of hierarchy templates; two or more hierarchies is better than one massive hierarchy.
Be concise with your use of custom fields, customer and support representative groups, and roles.
Evaluate the email accounts that you utilize and the frequency of checking for new messages.

Archive your data via the Archiving and Database Maintenance feature under Options and Tools in the
Configuration module. Set a maximum execution timer on the Archive agent, and ensure that the Archive agent
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and Database Maintenance agent are not overlapping each other. For example, if you start the Archive agent at
12:00AM and run it for two hours, ensure that the Database Maintenance agent is scheduled for 2:30AM.

Deskiop | Configuration / Oplions and Tools: [ Administer / Archiving and Daltabase Maintenance

Basics » Database Maintenance Agent
This agant maintains data resulting from incomplete saves, deleted records, b,
Change
Correspondence Time Agent Should Run Each Day 2:30 AM w m
Imcident Days of Week Sunday -
Monday
Problem Tussday
Wiadnesday
Purchasze Thursday
Friday
Saturday -

Archive Agent
This agant moves dosad work items and sent correspondence documents that mest archive criteria to an archive database.

Sunday Enabled Mo

Start Time 12:00 AM A Max Duration 4 Hour(s)
Monday Enabled L= m
Tuesday Enabled Mo

Start Time 12:00 AM hd Macx Duration 4 Hour(s)
Wednesday Enabled es m
Thursday Enabled Mo

Start Time 12:00 AM w Max Duration 4 Hours)
Friday Enabled Tes m
Saturday Enmabled Mo

Start Time 12:00 AM W Max Duration 4 Hour(s)
Chat Log Purge 90 days

Subscriptions could tax the system; analyze any subscriptions you are running and the amount of data searched.
Schedule subscriptions to run after hours if possible.

If using the API, analyze how it could be affecting performance. (Note that iSupport doesn't support the APl or
correct any issues it may cause in your environment.)
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« If using Windows Authentication for the Desktop and mySupport portals, ensure that only the NTLM is listed as
an enabled IIS provider.

T DElgull viel SIE

[.:> [ a spnet_client

i

Basic Authentication

| Protection. |

[>|__=| compiled Forms Authentication

péi Mobile Windows Authentication Disable

b-[F Rep

b (¥ User Settings...

Enabled Providers:

MTLM

Mowve Up

MMowve Down

Copyright ©2024 Groupware, Inc. All rights reserved. iSupport® and mySupport® are registered trademarks of Groupware, Inc. Other parties’
trademarks or service marks are the property of their respective owners and should be treated as such.
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